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YTBBPKJIABAM:
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dupexrtop na III'XTT
IIPABUJIA

3a 0€30IaCHOCT HA YYeHULINTE B
KOMIIOTBPHATA MpeKa B YYUJIMIIETO U B HHTEPHET

Te3n npasuia ca pa3padorenu ot Ibp:kaBHATA areHIU 32 3aKPUJIa HA 1eTeTo, B
napTHbopcTBo ¢ I'1aBHa jupekunusi ,,bopda ¢ opraHmsupaHara npecTBIHOCT”,
Hauumonanen mneHTnhp 3a Oe3omaceH MHTepHeT, MHMHHCTepCcTBO Ha 00pa3oBaHHETO W
HaykaTa, PernonajiHno ynpasJjieHue Ha o0pa3oBanueTo — Cous-rpaj, pbKOBOAUTEIN HA
o0pa3oBateiHu HHCTUTYHUHM 0T Chlo3a Ha padoTogaTe/MTe B CHCTEMaTa HA HApPOAHATA
npocsera B buarapus, CapyxeHneTo Ha JUPEKTOPUTE B CPeIHOTO 00pa3oBaHue Ha P

bnarapus.
IenuTte Ha mpaBuIaTa ca aa ce:

o rapaHTHpPa NPAaBOTO HA YYCHHIMTE HA OCTHII 10 MOAXOAAINA HHpopManus
U MaTepHad B MpeKaTa;

. OCBIIECTBH NPEBEHIMA U CHHTE3UPa HA eAHO MACTO MHoOpMaNuATa 3a
ONIACHOCTHTE B HHTEPHET,

. NPeJOCTABAT KOHKPETHM HACOKH 3a 3aKpH/a Ha JeTeTo W 0e30macHo
NOBeJAeHNE B KOMIIIOTHPHATA MpeKa B YYUJIHIIE U B MHTEPHET,;

o No00pH KOOPAMHAIMATA M OTTOBOPHOCTHTE HA YYACTHHLMTE W/WJIH

BCHUYKH 3aMHTEPECOBAHMN CTPAHU.

OTroBOpHOCTTA 3a TapaHTHpaHE MpaBaTa Ha JelaTa U 3alliuTa Ha TEXHUTE UHTEPECH €
CrojieJieHa OTTOBOPHOCT MEXIY CEMEWCTBOTO, OOIIECTBOTO M JbprKaBara, upe3 HEUHHTE
OpraHu Y MHCTUTYIMU. BbIpeku ToBa, Ta3u OTTOBOPHOCT € paslpeereHa, Karo TS ce maja
MIPUOPUTETHO HA CEMENUCTBOTO, MO-CIEIIUAITHO Ha POJUTEIINTE, HACTOMHUIIUTE, TOTICUUTEIINTE
WJIHM IPYTUTE JIUIA, IPU KOUTO JIETETO € HaCTaHeHO, ToraBa Koraro € ouia mpeanpuera Msapka
3a 3aKpuia Mo OTHOIIeHHE Ha Hero. OTYUTANKK Tpy[AoBaTa aHTAKUPAHOCT HA POJUTEIUTE, B
HAKOM OT CIIy4auTe M TPYIAHOCTUTE, KOUTO M3MUTBAT B OTIJICKIAHETO U BB3NHUTAHHETO Ha
JIETETO, B OCHOBOIIOJIATaIlMs MEXIYHAPO/ICH aKT 3a npapaTa Ha aeteto Konennuara nva OOH
3a mpaBaTa Ha JETETO, KAKTO M B peAHIla HOPMAaTHBHU AaKTOBE OT HAIMOHAIHOTO HHU
3aKOHO/IATEJICTBO, € IOCOYEHO KaK OOIIECTBOTO, COIIUATHUTE U 00pa30BaTETHUTE UHCTUTYITUH,
U JbprKaBaTa U3M'BJIHABAT TE€3U CBOU OTTOBOPHOCTH 3a OKa3BaHE Ha a/IeKBaTHA IMOAKpena Ha
CEMENCTBOTO, 3a 3aKpUJia Ha JICTETO U 3a 3alllUTa Ha HETOBUTE MPaBa M HHTEPECH.

CornacHo Konenuusita ma OOH 3a mpaBara Ha JeTeTo, POAUTENUTE HMaT
IEPBOCTENIEHHA OTTOBOPHOCT 3a OCUTYpsIBAHE BHUCIIUTE WHTEPECH Ha JETeTo Ja Obaar
I'BPBOCTENIEHHO CchoOpakeHue. Poxautenute wim, cropes ciydas, 3aKOHHHTE HACTOWHHIIH,



MONEYUTENIM WIM JPYTH JIUIA, MPU KOUTO JACTETO € HACTaHEHO, HOCAT OTTOBOPHOCT 3a
OTIJICK/IAHETO U PA3BUTHUETO HA JIETETO.

JBpprxaBara, upe3 HEHHUTE OpraHu, TPSAOBA Ja MpeAIpreMe MOAXOAAIIM CTHIIKH, 3a Aa
MOAKPENHU POAUTEIUTE MPU U3IIBIHEHUETO HA TEXHUTE OTTOBOPHOCTH. AKO HSIKOU POIUTEIH
HE MOraT WJIM C€ 3aTPyAHsIBaT, TO B TE3W CIIy4yal CE€ HAMECBAT OTTOBOPHUTE JbpKaBHU
WHCTUTYIIUH, 32 J]a OCUTYPST CIIa3BaHETO Ha MpaBaTa Ha JETETO U 3a/I0BOJISIBAHETO HA HETOBUTE
HYXJIH. 3a1bJDKCHHUE Ha JbpKaBaTa € OCUTypsSBaHE PA3BUTHETO HA MHCTUTYIIMH, 3aBEICHUS 1
ycnyrd. B Ta3u Bpb3Ka possita Ha 00pa30oBaTeIHUTE HMHCTUTYIIMH € U3KIIFOUUTEIHO BaXKHA U
KiIro4oBa. Te morar j1a JonpuHecaT 3a 0OOy4eHHETO M NMPEBEHIUATa Ha PUCKOBETE HE cCaMO Ha
JenaTa, Ho ¥ Ha pOJUTENUTE, KaTo M0 TO3W HAYMH MOraT Ja UMaT JBOIHA 1oJi3a 3a jeuara. B
Ta3u MOCOKA HACTOAIIWTE MPaBWIIA, TaBaT OCHOBHU IO3HAHHS 3a OMACHOCTHTE, KOUTO KpHE
BUPTYQJIHOTO IPOCTPAHCTBO C LIENT OCUTYpsiIBaHE 3aKpujiaTa Ha JETETO OT BPEIHU 3a HEro
nH(popMaIus, MaTepruaI ¥ KOHTAKTH.

OcHoBHHUTE IMPUHIMUIIHA 3a pa60Ta B KOMIIIOThpHAaTa MpPEXa B YUUINIIC U B UHTCPHET
ca:

=

PaBen nocTh HA BCUUKH YYEHULH;

2. 3ammra Ha YYCHHUIIUTE OT BPEIHO WJIM HE3aKOHHO ChIbPKaHWE W WH(MOpMAIUs
KaTo: camMOHapaHsBaHE, THPrOBUS C HAPKOTHUIIM, Xa3apT, IpomnaraHaupaHe Ha
BPE/IHH W OTACHU HABWIIM U JICHCTBHUS KAaTO aHOPEKCHUs, OyIMMUs, TTOpHOTpadus,
TOoJIepUpaHe Ha pa3auyHu (OpPMH Ha HACHIIME, TPOIOBSJIBAHE HA TEPOPHU3IBM,
€THUYECKA U PEIMTUO3HA HETOJIEPAHTHOCT, CAMOYOUNCTBO U Jp.;

3auynTaHe W 3alIuTa Ha JUYHATAa HEMPUKOCHOBEHOCT;

[ToaroroBka M KOHTPOJI Ha YYEHUIIMTE 3a OE30MacHO M OTTOBOPHO IOBEIACHHE
OHJIAUH,

5. ChTpyIHHUYECTBO B AyX Ha TOJEPAHTHOCT U JOOPOHAMEPEHOCT MEXKAY YUUIIUIIETO
U POJIUTEITNTES/HACTOMHUITUTE.

> ow

KomnoThpHaTa Mpeka B yYWIHIIC CE W3IOJ3Ba B MEJAarOTMUECKUTE CUTYAIlMH U
y4eOHH 4acoBe camo 3a oOpa3oBaTeHu 1eiu. L{smaTa Mmpexa 00xBaiiia KOMIIOTPUTE, CBbP3aHU
c KalelHu W/uiaM 0e3)KUYHM BPB3KH, CUTYUPAaHU B KOMIIOTBPHUTE KaOWHETH, 00OpYABaHU
KJIaCHM CTaW W aJIMUHHCTPATUBHUTE MMOMEIICHUS Ha 00pa3oBaTeIHAaTa MHCTUTYIHS, KaKTO U
ycTpoiicTBata (MepcoHATHH CMapTHOHH, JanTonmu H TabimeTw) ¢ OeKUYeH IOCTHI 0
WHTEpHET.

YuyeHHIUTE UMAT MIPABO Ha:

1. Pagen gocTbll 0 Mpexarta Ha 0Opa3oBaTeHaTa HHCTUTYLIUS, C U3KJIIOUEHHE Ha
KOMITIOTPUTE B aJIMUHUCTPATHBHUTE TIOMETIICHHS.

2. Pabora c ycTpoiicTBara (KOMIIOTPH, JaNTONX U Ta0JIEeTH) B MpeKaTa ¢ IojIKpenara

Ha MeJJarOTHYeCcKy CIIeIHAIINCT.

3. OOyueHue 3a 0e30MacHO U OTTOBOPHO MOBEJIEHHE B MpexkaTa Ha 0Opa3oBaTeHaTa
WHCTHUTYLUS ¥ B UHTEPHET.

4. Wudopmanus 3a npaBuiara 3a paboTa B Mpexara.

5. CurypHna nudpona cpea B yUUITHUIIETO.

6. Ilom3BaHe Ha MOOWJIHUTE CH YCTPOWCTBA U3BBH yueOHHUs Npoliec (MMOUYnBKaTa U
MEXy4acHusTa), a TPy U3PUYHO yKa3aHWE Ha YYUTEN — U B y4eOHHUsS dac/mearorudeckara
CUTYyalUs 32 LeJIUTe Ha Y4eOHHs ITpoLec.

BAKHO! IlpaBunata 3a Oe3omacHa paboTa B HMHTEpPHET, KOMTO YYEHHUIUTE ca
3aJIbJKEHU J]a CIa3Bart, Cce MOCTaBsT Ha BUAHO MSICTO B oOpa3oBaTelHaTa HHCTUTYIHS, KaKTO
U B KOMIIOTbPHUTE KaOWHETH, Taka M Ha caiiTa Ha ydywiuiero. B Hauanoto Ha ydeOHaTa
rOJMHA [0 MOAXOIAI] HAYMH BCUYKH JIella U TEXHUTE POAUTEIN/HACTONHUIIN/TIOTIEYUTENN Ce



3al1o3HaBar C TiIX. Hez[arosnTe NEPUOANYHO HAIIOMHAT 3a TAX U 34 CUT'YPHOCTTa B HHTCPHET B
IIOAXOJAIIT (bOpMI/I n I[CleOCTPI, B KOUTO CC BKJIFOUBAT YUYCHUIIUTC U POJUTCIINTC UM.

Yact |. OTroBopHOCTH Ha PHKOBOAUTEINTE HA 00PA30BATEIHUTE HHCTUTYIIMH, HA
npodecHoHAIHCTHTE, padoTemm ¢ jJgena W ¢ HHGOPMAIMOHHO-KOMYHHUKAIMOHHHI
texHosorun (UKT)

JIMPeKTOPBHT HA YUUITUIIETO:

1. Opranusupa AEWHOCTTAa MO HW3MBIHEHUETO Ha TE3W NpaBUJa, U OCHUIypsBa
JOCTBII 10 KOMITIOThPHATA MpeXka, €PEKTUBEH U TIOCTOSTHEH KOHTPOJI, TUIAHUPAHETO HA MEPKH
10 OpraHu3alusATa 3a ClIa3BaHe Ha MpaBuiiaTa 3a paboTaTa Ha yYEHHUIIUTE B MpeskaTa U 3alluTa
OT BPEJTHO WJIM HE3aKOHHO Ch/IbP>KAHHE B MHTEPHET.

2. OcurypsiBa mpu TeXHHYECKAa BB3MOXKHOCT IMpocieisBaHe Ha Tpaduka,
OCBILECTBSIBAH Ype3 MpekaTa Ha 00pa3oBaTesiHaTa MHCTUTYIIUSL.

3. [Ipy xoHCTaTHpaHEe Ha CilIy4au Ha KHOEPTOPMO3, HE3aKOHHO ChABPKAHUE U
MOBEJICHHE B Mpekara Ha oOpa3oBaTellHATa WHCTUTYLUS W/WIH B HHTCPHET YBEIOMSBA
He3a0aBHO KoMmMeTeHTHUTe opranun — Jupeknus ,,ConmanHo moamomaraHe, 1o
MecronpeOuBaBane Ha AeTeTo U [maBHa nupekuus ,,bopda ¢ opranusupanara mpecTbIHOCT
crenuanu3upaHusaT ornen ,,Kubepnpecronnoct Ha MBP. B te3u ciydyan okazBa HY»KHOTO
Ch/ICHCTBUE Ha KOMIIETEHTHUTE OPTaHH C 11€J1 YCTAHOBSIBAHE HAa U3BBPIIUTEIUTE U MPEaIpremMa
MEpKHU 3a MPOTHUBOJEHUCTBHE W IMpEeMaxBaHE HA CHOTBETHOTO ChABPIKAHHE OT Mpekara Ha
oOpa3oBarenHaTa MHCTUTYIUS. MOKe J1a moTy9aBa v KOHCYJITaHTCKa rmomoin oT Hannonaaus
LEHTHP 3a Oe30MaceH HHTEPHET.

4. Opranusupa B HAYaJIOTO HA BCsSIKA yueOHa ro/iHa 3a1103HABaHE HA YUYCHUIIUTE U
POIUTENNTE/HACTOMHULINTE ¢ IIpaBUIIaTa 3a Oe3omacHa paboTa B Mpexara.
S. OcurypsiBa OTTOBOPHO JIHIIE (CIYKUTEI WM HACT BHHILICH CIECIIUAIUCT), KOSTO

Ja U3II'bJIHsABA (I)YHKI_II/II/ITG Ha CUCTCMCH aIMUHHUCTPATOP.

YunuTenunre, nejarorudecKuTe CenaIuCcTH U PbKOBOIUTEIHUTE 110 HANIPABJIEHHE
HUKT ca qnbxHu na:

1. PazscusBar mpaBmiaTa 3a 0e30MacHO M OTTOBOPHO TMOBEAEHHE TpHU padoTa B

MpekaTa Ha 00pa30oBaTeIHATA UHCTUTYIIUS M B HHTEPHET.

2. OcoblecTBsABAaT MOCTOSHHO HAOMIOJEHHE U KOHTPOJ BBpPXY paboTara Ha
VYCHUIIUTE B MpexaTa Ha 00pa3oBaTellHaTa HHCTUTYIIHS B Y4€OHO BpeMe.

3. [Ipenmpuemar He3a0aBHU MEpPKHM 3a MPEYCTAHOBSIBAaHE HA JIOCThIIa Ha
YYEHUIIUTE JI0 HE3aKOHHO U BPETHO ChIbpIKAaHUE B MpEXKaTa.

4. YBenoMsBar He3a0aBHO [UPEKTOpa Ha YUYWIMILETO MpPH HapyllaBaHe Ha
MpaBWwiIaTa, cliydad Ha KHOEpPTOpPMO3 WJIM IPU YCTAHOBSIBAaHE HAa HE3aKOHHO W BPEIHO
ChIIbpKaHUE WM TTOBEJIEHNE B MpeXkKaTa.

S. OxkasBar nmoJKkperna Ha YYeHHUIM — 00EKT Ha KHOepTOpMO3, Upe3 MbpBOHAYATIHA
MICUXOJIOTHYECKa TOJKpena OT YUWJIMIIHHUSA TICHXOJIOT 3a CHIKAaBaHE Ha HAMPEKEHHETO Y
JIETETO.

6. Curnanmusupar npu HeobxoaumocT Jupekius ,,ColuanHo MmoAmoMarane’ mo
MECTO)KHBEEHE Ha yUeHHUKA C I1eJ1 OIICHsIBaHE HA HYX/1aTa OT HACOYBaHE KbM COIMATHH YCIYTH
3a OKa3BaHe Ha MOCIeABalla MoIKpena.

CucTeMHHUSAT aIMUHMCTPATOP (CIy)XuTen B 0Opa3oBaTesiHaTa MHCTUTYIUS WM HAaeT
BBHIIIEH CIIEIUAINCT):

1. OcurypsBa obmaTa 6e30macHOCT U (PYHKIIMOHAIHOCT Ha MpeXKaTa.

2. [Ipemtara u mpuiara MepKH, OTpaHUYaBAIIH JOCTHIIA HA YUYESHHUIIUTE JI0 BPETHO
WIA HE3aKOHHO ChIbp)KaHUE M TOBEJIECHHE B MHTEPHET B CHOTBETCTBUE C JEHCTBAIOTO




3aKOHOIaTeNIcTBO Ha PenmyOnuka brirapust.

3. W3BbpiiBa nepuoAnyeH Mperiel Ha KOMITIOThpHATa Mpeka Ha o0pa3oBarenHaTa
WHCTUTYIUS 32 HATMYKME HA Bb3MOYKHU 3aIlJIaXH U PUCKOBE 3a CUTYPHOCTTA HA yUYEHUIIUTE IIPU
paboTa B MHTEpHET.

4. Cnenu  Tpaduka, oOcChUIECTBSIBAaH 4pe3 KOMIIIOTbpHaTa Mpexa Ha
oOpa3zoBaTenHaTa HHCTUTYIUS.

5. [Ipennpuema He3a0aBHU MEPKU 3a IPEYCTAHOBSIBAHE HA JOCThIIA HA YYCHUIUTE
710 HE3aKOHHO U BPEHO ChIbPKAHUE B MPEKATa.

6. YBenoMsBa He3a0aBHO JUPEKTOPA HA YUUIIUILIETO MPH CiIydau Ha KHOepTOpMO3,
HapylaBaHe Ha MpaBUJIaTa WK MPU YCTAaHOBSBAHE HA HE3aKOHHO ChABPIKaHUE WM IOBEICHUE
B Mpe’Kara.

7. CoaelicTBa 3a yCTaHOBSIBAHE Ha WU3BBPIIUTEIM HA KHUOEPTOPMO3 U Ipuiiara
MEpKH 3a OrpaHMYaBaHe Ha TaKUBa CIy4yau.

Yacr |l. IIpaBa 1 0TTOBOPHOCTH HA poguTeIHTE

PoauTennTe uMaT npago Ja.

1. [TonyyaBar mH(poOpmanMs 3a PUCKOBETE U 3aljlaxUTe 3a 0e30IacHOCTTa Ha
TEXHHUTE Jiela Ipyu paboTa B UHTEPHET B YUMWJIMLIETO U BKBIIIH.

2. Bbraar cBoeBpeMeHHO HHPOPMHUPAHHU, aKO IETETO UM € 00EKT Ha KHOEPTOPMO3 B
YUWINLIETO.

3. VYdacTBaT ChbBMECTHO C PBKOBOJCTBOTO Ha 0Opa3oBaTeIHATa WHCTUTYIHS TIPU

paspelaBaHe Ha BCEKM KOHKPETEH Mpo0JieM, CBbP3aH ¢ HapyllaBaHe Ha MpaBuiiaTa OT CTpaHa
Ha TEXHUTE JIela.

4. VY4yacTBar chC CBOU MPEATIOKEHUS B OMPECIISIHETO HA MpaBUiIaTa U MEPKUTE 3a
0€30IMacHO M3MOJI3BAHE HA MHTCPHET B YUHIIUIICTO.

5. [Tonyuar wuHdpopmanus 3a HHOOPMALMOHHO-CUTHATU3ALMOHHUA IUIaT(hopMu
KaTo

www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;

www.facebook.com/bgcybercrime.

PoauTesMTe HOCST OTTOBOPHOCT JIa:

1. [TomMorHaT Ha AETETO CH Ja U3TPaIN YMEHHUS 3a OHJIAliH 00IyBaHe H 0€30MMacHO
M3I0JI3BaHE HA HHTEPHET.

2. OchlIIecTBABAT MOCTOSHEH KOHTPOJT 32 CUTYPHOCTTA Ha JICTETO CH B MHTEPHET.

3. [TposiBSiBaT MHTEpPEC KbM aKTHMBHOCTTA HA JCTETO CH B MPEKaTa, BKIIFOUUTEITHO
M Ch3JIaBaHETO Ha MPO(UIM B COIMAIHU MPEKHA M PETUCTPAIlMA B CalTOBE M MOOWIHU
MIPUIIOKECHHUS, KAKTO | J]a Pa3siCHSAT IMOCIIEACTBUATA OT Ch3/IaBAHETO H/UJIH PA3IPOCTPAHEHUETO
Ha ONPEIEIICHO ChIbpPIKaHHUE.

4. [Tpu ycraHOBsIBaHE, Ue IETETO UM € )KEepPTBa Ha KHOEPTOPMO3, J1a CUTHAIIU3HUPAT
Ha otnen ,KuOepnpecrbnmHoct” kbM [maBHa pupekmus ,,bopba ¢ opraHuszmpanara
npectbrHocT”  (http://www.cybercrime.bg/bg), wmu IlenThpa 3a 0Oe3omaceH HHTEPHET
(https://www.safenet.bg/), kakTo U MoraT aa MOTHPCAT ChiaekcTBUE OoT JJupekuus ,,CorpamHo
MOJITOMarane’* o MeCTOKMBECHE Ha JICTETO C IIeJ1 OKa3BaHe Ha ICUXOJIOTHYECKa MOIKperna Ha
neteto. B To3u cinyuait TpsOBa 1a yBeJOMAT? U IMPEKTOPa HAa 06pa30BaTeNHATA HHCTUTYIIHSL.

5. CoxpaHsiBaT 37paBETO Ha JAETETO, KaTO MPOCJIEIABAT BPEMETO 3a U3IOJI3BaHE HA
WHTEPHET.

1 Or crpana Ha o6pasoBaTeHaTa MHCTUTYLMS CI/Ba a OBbIAT IPEeANpPHETH HEOOXOAUMHUTE NEHCTBHUS POJUTENUTE
Ja OBJaT 3armo3HaTH C TEXHUTE NpaBa U OTTOBOPHOCTH M C IpaBWiaTa 3a Oc3omacHa paboTa B MHTEPHET, KOUTO
YUCHHUIIUTE Ca 3aJbJDKCHH J1a Clla3BaT

2 YBeioMsBaHETO MOKE 1@ ObJIe B YCTHA WM NUCMEHA (opMa, KaTo 3a IPeINOYUTaHE € TMCMEHAaTa TaKkaBa.
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6. VYBenoMaT aupekTopa Ha oOpa3oBaTelHAaTa MHCTUTYLHS, KOTaTO MM CTaHe
M3BECTHO, Y€ JIETETO UM € 00EKT Ha TOPMO3 OT APYTO JIETE, C KOETO € B €IHO U CHIIO YUMUIIHIIE.

Yact Ill. O6mu npaBuia 3a 0e30macHO oO0IIyBaHe B MHTEPHET 32 YyYEHHI[UTE
(amanTUpanu 3a TAX)

Karo y4eHHMK CBbM JUIBXKCH Jla Clia3BaM CIICIHUTE MpaBuUia. AKO ce 3aTpyAHSIBaM B
TAXHOTO pa30upaHe, Mora Ja rmojxyda MoAKperna oT POAUTEI WM OT y4UTel, 3a Ja MU Obaar
00sICHEHU

1. Jla He naBaMm Jin4Ha MHGOPMALUS: HUME, aJpec, Iapoia OT eISKTPOHHA IOIa,
npoduiI B COIMATHA MPEXa, JINYEH Tene)OHEH HOMEP, YUMIIUIIETO, B KOSTO yUa.
2. Ja He paBam wuHQOpMamms 3a MecTopadoTara WIM JIHMYEH U CIy)KeOceH

Tene(OHEH HOMEp Ha POIMTEIHMTE, HACTOWHUIIUTE, OJNIM3KHUTE, MPHUITEIUTE, ChYYCHUIIUTE U
MO3HATUTE CU 0€3 TAXHO pa3pelieHue.

3. [[a HC U3IIpallaM 1 J1a HC KauBaM OHJIaliH CBOM CHUMKH H BUACA, oe3 IIpcan TOBa
Ja ¢ 06C"I)ZI€HO M B3C€TO pCHICHUC C POAUTCIIUTEC MU.
4, [[a HC H3IpalaM M Aa HC KadBaM OHJIAiH CHUMKHM M BHJEa Ha MPpUATCIIN,

CbYUYEHUIIH, POAHUHU, YUUTENHU, OJU3KH, MO3HATH U JIp., 0€3 Mpeu ToBa J1a € 00CHACHO C THX,
a B cllydyauTe, KOraro ce Kacae 3a MOU MPUSATENH, CbYUYCHHULH, /1a € ChITIACYBAaHO OT TSIXHA
CTpaHa U C POJUTEIUTE UM.

5. Jla HEe oTroBapsM U J1a HE OTBapsM MPHUKAYCHU (ailioBe HA €JIEKTPOHHA MOIIIa,
MOJTyYeHa OT HEMO3HAT rmojaTell. T Moe J1a ChIbprKa BUPYC WIH ApYyTa 3JI0BPE/IHA IIporpama,
KOSATO Ja YBpeIu KOMMIOTbpa/TenedoHa/Tabiiera UIU J1a IO HAMpaBH YSI3BUM 3a BBHHIIEH
JOCTHII.

6. [le ce mochBETBAM C POAUTETUTE CU/YUUTEN, IPEAH J1a CBAIS UM MHCTATUPAM
HOBa MPOTpama/PHIOKEHIE Ha KOMITIOTBD, Telae(oH, TabJeT, KakTo U HE MPaBsi HAIO, KOETO
MO’KE Ja yBpeIu KOMIIOTbpa WM uUpe3 JaJeHO JeWCTBUE Ja ce Pa3sKpUAT JaHHM 3a MEH U
CEMEHCTBOTO MH.

7. HemmaTa, KouTo mpassi B UHTEPHET, HE TpsAOBa J1a BPEIAT Ha APYrd Xopa Wi Aa
NPOTHUBOpEYAT HA YCTAHOBCHUTE MPaBMiIa (YacT OT TSAX Ca YPEJCHU B 3aKOHH).

8. W3BecTHO MU e, 4e e 3a0paHeHo Jja ce M3IO0JI3Ba YYKJO MOTPEOUTEIICKO HME,
napoJja U eJ1eKTpOHHa MOolIa.

9. Jla He nuIla U Ja HEe KaYyBaM HUIIO0, KOETO MOXe J1a € OOMIHO UM YHU3UTEITHO
3a MEH WJIH 3a JAPYTH X0pa.

10.  HeszaGaBHo wuHpopMupaM Bb3pacTeH (pOIUTEN, Yy4YHTEd, JUPEKTOD,
MEeTarOTUYECKH ChbBETHHK), KOTaTO MOIMAaJIHA Ha MaTepHad, KOUTO ME Kapar Jia ce YyBCTBaM
HEYJ00HO WJIM Ha MaTepHald C BPEAHO WJINM HE3aKOHHO ChIbpIKAHUE, KOETO MOXe Jla Obje
nopHorpadusi, TPOMOBSAABAHE HAa HACWIME W TEPOPU3BM, ETHHYECKAa M PEIUTHO3HA
HETOJIEPAHTHOCT, ThPrOBUS C HAPKOTHUIIH, Xa3apT U Jp.

11. Jla He oTroBapsM Ha CHOOIIEHHUS, KOUTO ca OOWIHH, 3aIlIAIIUTEIHH,
HEMPWIMYHY WK ME KapaT Jia ce YyBCTBaM Hey100Ho. MHpopMupam poauTenuTe CH/KIacHUs
PBKOBOJIUTEIN, YIUTEIN, TUPEKTOP, MTEAATOTHUECKH ChBETHHK 32 TAKWBA CHOOIICHHUS.

12.  Axo HsKO# Me 00MKJ1a MJTM TOPMO3H OHJIAMH, He oTroBapsaM. JlokiaaBaM ro Ha
OTrOBOPEH BBh3pacTeH (pOAUTEN, YUUTEN, AUPEKTOP, TIEJarOTHIeCKH ChBETHHK). Mora u caMm 1a
JOKJIaJiBaM, KaTo MoJiaM CHTHAJI Ha CaMMs CaliT MM Ha rmocoueHuTe axpecu: Www.gdbop.bg;
www.safenet.bg; www.cybercrime.bg; www.facebook.com/bgcybercrime;
www.spasidete.com u ro Onokupam. JloOpe e na HampaBs BeJHara EKpaHHa CHHMKa
(CKpUIHIIIOT) HAa CHOTBETHHS Pa3TOBOpP WU CHABPKAHHE KATO EIEKTPOHHO JIOKA3aTeNICTBO,
KOETO MpeJaBaM Ha OTTOBOPEH BB3pacTeH (POAUTEN, YUYUTEN, TUPEKTOp, MEeAarorHyecKd




CHBETHHK).

13. BuumaBawm, koraTto pasrosapsM B uaT. [lomus npaBuio Nel: ye xopaTa oHmnaiiH
HE BHHAru ca Te3H, 32 KOUTO ce MPEJCTaBsAT U MOTraT Jia ThpCAT onpeerneHa nHdopmanus, ¢
KOSITO J1a 3710yNOoTpeOsAT ¢ MeH Wi ¢ apyrute xopa. IlpaBuino Ne2 e ye He mpaBsi HUIIO HA APYT
YOBEK B MpeXkaTa, KOETO HE UCKaM J1a MU C€ CIIyYH U Ha MEH.

14. AKo ce cityuH J1a TioraiHa Ha mH(OopMaIvs Win Apyro Chabpkanue B Mpexara,
KOETO HE€ MU XapecBa WIM M€ IUIAIIM MO HSAKAKBB HAYMH, MOTa Ja IOJAaM CUTHal Ha
JeHoHoIIHaTa U Oe3ruiatHa HamumonanHara tenedonHa nwams 3a aena 116 111, Ha otnen
,,Kubepnpecrsmnnoct na I'’JIBOIT (http://www.cybercrime.bg/bq), na IlenTspa 3a 6e30macen
HHTEpHET Ha ajapec: Www.safenet.bg, wiu Ha texuus tenedon 124 123, unu npes yar-mMorysia
Ha Www.safenet.bg .

15. Tps6Ba na HEe MpuemMam Cpemiy ¢ Jula, ¢ KOUTO ChM Ce 3all03Haj/a B MHTEPHET,
OCBEH CJIe/] ChITIaCUETO Ha poauTennute Mu. [loMHs, ye xopara, ¢ KOUTO Ce 3a03HaBaM OHJIAMH,
HE BUHATU ca T€3U, 32 KOUTO ce npeacTaBar. OnurBaM ce BUHAr Jja IpoBepsiBaM J1ajli YOBEKHT
OTCpella HauCTHUHA € TO3H, 32 KOTOTO C€ MPEJCTaBs Ype3 NPOBEPKA M0 UME, UMEI, CHUMKA U
KOHTPOJICH BBIPOC, HA KOUTO OM TpsAOBaio 1a 3Hae OTroBOpa, ako € HauCTHHA TOo3W. llpm
CbMHEHHE MOXE Ja [T0JIaM CUTHAJI WJIY J1a IOThPCS ChBET Mpe3 caiita Ha LleHTbpa 3a 6e30maceH
uHTepHET WWW.Safenet.bg.

16.  M3non3Bam HacTpOWKHTE 33 OE30MACHOCT M 3allUTaTa Ha JUYHUTE JaHHU Ha
COILIMATTHUTE MPEKH, MOOWITHHUTE MTPHIIOKCHUS U Opay3bpHUTe.

17.  Wsnon3Bam (pyHKuHMATa 32 6e30macHO chpdupane. Jla He moceriaBam caiToBe B
WHTEPHET, KOUTO Ca ChC ChIbPKaHUE, HETIOAXOJISAIIO 32 JIETCKA ay TUTOPHSI.

18.  UMsnomn3Bam TpyAaHH (ABITH, C TJIaBHU U MaNKH OYKBU, HU(PPU U CICHUATHH
3HAIM) U Pa3JIMYHU 32 BCEKU CaNT MapoJu.

19.  HM3non3Bam aHTHBHpYCHA IpOrpaMa, KOSITO CJIEIBa PEIOBHO Ji¢ ce OOHOBSBA.

3aeqHO C OTTOBOPHHUTE BB3PACTHH (POAUTEIN, YUUTEN, AUPEKTOP), MOIBPKAM IOCIECIHUTE
aKTyalM3UpaHU BEPCUU Ha BCUYKH MPOrpaMU U NPUIO0KEHHUS.

20.  Axo mon3Bam 00IIM KOMIIOTPH, BUHATH IIPOBEPSIBAM JIaJTH ChM U3JIS3BJI/U3TIs371a
oT npoduia cu, ciiel KaTo CBbpUIM 4Yaca. B ciyuail, ye Hamepsi ycTpoicTBO, Ha KOETO Jpyr
YYCHHUK € paboTuj, HO HE € 3aTBOPHJI Mpoduiia CH, BeIHAra Iie u3is3a 0e3 Ja mperiaexKaam,
IPOMEHSIM WK 100aBsiM HHGOpMalus B Ipoduia my.

21. TpabBa na umam mnpeaBuja, ye KOraro MyOJIMKYBaM HEBSpHA M H30IavyeHa
uHopManus 3a Ipyr YOBEK, JOPH C sICHaTa MUCHJI, 4e TOBA € I1Iera, TOBa MOXe Jia J0BEeJe 110
370yTOTpeda U 10 HEMPUATHU MPESKUBIBAHUS 32 TO3U YOBEK.

CBbBETHU 3A 3IPABETO

3a 1a paboTUTE Ha KOMITIOTHP, 0€3 J1a YBPEAUTE CBOETO 37paBe, pelyBail BpeMETO CH B
OHJIAMH U o(JIaliH cpena, KaTo Cra3BaiTe CIEIHUTE MTpaBUa;

3A JJA HE YBPEJUTE 3PEHUETO CH:

3a n1a He yBpeauTe 3pEeHHETO CHU:
PA3CTOAHUECTO MEKIAY OUUTEC U MOHUTOPA Tp$I6Ba aa 6’5}16 OKOJIO ITOJIOBHH METHP,

Pa3CTOSHUETO MEX/1y OUMTE U KJIaBUaTypaTa Ja Ob/ie OKOJIO MOJIOBUH METHD;
BbPXY MOHUTOpA HE TPsIOBa Jla Momaja npsika CIbHYEBA CBETIINHA;

HE pa6OTI/I B CTasdA, KbACTO UMa CMECCHA CBCTJIMHA — CIBbHYCBA U U3KYCTBCHA,
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BpPCAHO 34 OYUTE €, aKO 3a MOHUTOPA Ja UMa IIPO30PCIL oe3 I0pH U 3aBCCHU,
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v/ 3a J1a OTIIOYMBAT OYMUTE, OT BPEME HA BPEME OTMECTBAMTE MOIJIeAa OT MOHMTOPA H TIOTJIEK Il
pe3 mpo3opelia Wik KbM Hail-lajaeuHus Kpail Ha cTasita BbpXY JajieueH 00eKT;

v/ eIMH ITBT B TOJMHATA TIPOBEPSIBAll 3DEHUETO CH NP OYEeH Jiekap (0 TamImMoIor).

IIpu pabora ¢ ki1aBuarypara:
He MperbBail KUTKara, Korato MUuien;

v/ CcrbBaif JIEKO IPHCTUTE HA PhKAaTa U OTIYCKail majena;

v L[06pe € J1a U3II0JI3Ball KilaBHuaTypa ¢ KJIaBUIIX, KOUTO Ca 101 JICK HAaKJIOH.

IIpu pa6ora ¢ Mmumka:

v MUIIIKaTa TpsIOBa Ja ObJie C pa3Mepa Ha JIJIaHTa;

\/ HC IBMXHW MHUIIIKAaTa CaMO C ITajcla U MaJIKus Hp’bCT;

v [MOJI3Bal IOAXOMAIA IOUIOXKKA 32 MUILIKATA.

Meobeaunre

v CTONIBT TpsiOBa na ObJE Ha KOJeNla, C peryJupyeMa BHUCOYMHA Ha CeJajikaTa Hu

obJerankara, KOATO TPsIOBA J1a OCUTYPH OIOpa Ha TPhOHAYHMS CTHJIO B 001acTTa HA KPBCTA;
v OropoTo TpsOBa ga ObJe CTAOMITHO M YCTOMYMBO HAa BUOpAIIHH.

CXEMA 3A YBEJJOMSIBAHE B CJIYUAI HA KUBEPTOPMO3

CucreMeH aJIMUHHCTPATOP VYuuTen, Bb3MUTATEN,
(cmy>HTeN WM BHHIIEH PBKOBOUTE
CTIEIHAJTHCT) nanpasjienue UKT,
JMPEKTOP, MeAarornIecKu
CIIELIUAJIUCT POHHVTGH ,
HACTOWHUK,

MOTIEYUTEN, APYT
noJiarai rpyuxu
3a JIETETO

Jupekrop

A\ 4

/ T JBOTI Aupexups
Ornen KubepnpecTbnaoct »COLMATHO
moamnoMarane”

www.cybercrime.bg )

Ten. Ha LlenTsp 3a
0e301aceH HHTEPHET
124 123
www.safenet.bg
Hanmonanua ten. nuHus 3a

k merma 116 111 /
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KPATBK PEYHUK U JOII'BJIHUTEJIHU CHbBETH:

KAYBAHE U CIHHOAEJAHE HA CHUMKMU — CHUMKH WU BUICO HA JETE, YUCHHUK,
POIUTEN, YYUTEN, TUPEKTOP, MCUXOJOT, PECYPCeH y4YUTeN, OMU3KH, NMPUATEIH, MO3HATH WIIH
HETIO3HATH JIMIIA ca MyOJIUYHO JOCTHITHA U300PaKEHHsI B UHTEPHET, KOUTO MOTAT J1a ca KAYeHH OT
POAUTENIUTE UM JIPYTH YWICHOBE HA CEMENHCTBOTO, MMPUATENHU, ChbyUEHUIU U J1p. Te3u, KouTto ca ru
CIIOJICTTNJIN/KAunJId B UHTEPHET, MOXKE J1a UMAaT U3ISJI0 100pu HaMepeHust KbM Hero/Hesi. Korato
ce Kacae 3a CHUMKH, Ha KOUTO HE CT€ aBTOp, CHIIUTE HE MoraT Ja ObAaT TMOJI3BaHH W
MONYJIIPU3MPAaHK 0€3 ChIVIACHETO Ha TeXHHS aBTOp. Ho TakoBa chabpkaHUE MOKE J1a HAKbPHSBA
JUYHOCTTA U JIOCTOMHCTBOTO Ha JUIETO. [IpenopbunuTenHo € o HUKaKbB MOBO/JI J1a HE C€ KauBaT
CHUMKH Ha JIETE, 32 KOUTO MMa U Hali-MaJIKOTO ChbMHEHHUE, Y€ MOTaT Jja My HaBpEeAsT U 0€3 HEroBO
cbriacue. CroAeNsHeTO Ha CHUMKU € YeCTO CPEIIaHO SIBJICHUE B COLIMAIIHUTE MPEXH, 3aTOBA
OCHOBHA IPENopbKa € MoJ0OHH CHUMKH Jla C€ CIOJIEIAT caMo ¢ XopaTa OT CIUCHKA C MPUITEIN
Ha YOBEKa, KOWTO HMCKa Jia Kauu CHUMKaTa, M OIIe MO-I00pe — caMo C rpyrnara Ha Hai-Onu3Ku
MPUATEN OT PEaIHHsl KUBOT. BakHO €, Korato ce cCHHUMa ChC CMapTQoOH, /1a CE yBEpUTe, Ye
CHUMKHUTE HE C€ KayBaT aBTOMATUYHO B MpoQuiia Ha POTUTENIS WU JCTETO B CAHTOBE KaTo
Wucrarpam nHanpumep. B npoduinre cu B colManHuTe Mpexu TpsOBa Ja cTe CUTYpPHH, Y€ CTe
HaCTPOWJIU JOCTHIIA 10 CHUMKHUTE CH TakKa, 4Ye J1a ce BIKIAT camo oT mpustenutre Bu. Coioro ce
OTHACS U 32 HACTPOMKHUTE HAa 00JIAYHU YCIYTH, B KOUTO C€ ChbPKAT CHUMKH U WH(OpMALIUSL.

DAJIIIIMBU HOBUHMU - Ch3naTenute Ha (haammmBU HOBUHU U3TIOJI3BAT TPATUIITMOHHI
MEIMITHU NTOXBATH 3a MPUBJIMYAHE BHUMAHHUETO HA YUTATEIISA, HAIIPUMED MPOBOKUPAIIM 3arjIaBHs,
HO yCHSBaT Ja ro 3a0iyAsT U Ja ro HakapaT Ja MOBSpBa, ye HMHQPOpMAIHUATa, KOATO YeTe, €
MCTHUHCKA.

Kak na pasno3naem ¢ajmmBuTe HOBUHM:

e [IpaBere paznuka MEX]y XyMOPUCTUYHHU U CEPUO3HU HOBUHAPCKU CalTOBE. 3alUTalTe ce
— MO3HaBaTe JM MeIusITa U uMmare au u nosepue? IIpoBepere manu 3ariaBUETO, KOETO YECTO €
IPBMKO ¥ IIOMIIO3HO OTTOBaps Ha ChIbP’KAaHUETO HA HOBUHATA;

e [IpoBepere ganu >KypHaJIHCTBT € IMOCOYMJI KOHKPETHO M3TOUYHMKA Ha MH(pOpMAIUs WU
nHpopmanuara ce Oazupa Ha japyra crarusd. IIpoBepere nanyM OCHOBHHUSAT HM3TOYHUK Ha
uHbopManus € JAOCTOBepeH. BuHarm mornexjaiite HayanoTo WIM Kpas Ha CTaTUATa, KbJETO
OOMKHOBEHO € MOCOYEH M3TOYHMKBT Ha MH(popmanusg. AKo ce Kacae 3a MHPOpMaIus, KOSITO
MIPOM3JIM3a OT IbpKaBHA UHCTUTYIUS, IPOBEpeTe opHUIMaIHATa i CTpaHULA i GUTypHpa Ta3u
HOBUHA WJIM MOTHPCETE EKCIEepT MO TeMara OT JaJeHaTa MHCTUTYLUS. AKO HE € IOCOYEH
U3TOYHHUK, € PEIHO Jla CE ChbMHSBATE B JIOCTOBEPHOCTTAa HAa HOBHMHATa. B moBeueTo nocTOBEpHU
MaTepHalid ce IMocoYBa HauMHAa Ha ChbOMpaHe Ha MH(OpMalusATa U aBTOpa Ha MyOJMKalUsTa.
[IpenopruuTenHo € ga ce cpaBHU HHPOPMAIIHATA, aKO € MyOJIMKyBaHa B Pa3IMYHN U3TOUHHUIIH,

e AKo momajHeTe Ha cTatus, MyOJIMKyBaHa B HEMO3HAT 3a Bac OJor, a nH(popmanusaTa He €
THpakxupaHa HUKbJIE Ipyrajie, TOBa € 3HaK, 4Ye HOBUHATa Moke Ou e ganmuBa. Bunaru Tepcere u
JPYTH pe3yiTaTH Mo TeMaTa, a ako T€ ca MAJIKO MJIM HUKaKBH, O-700pe HE Pa3NpoCTpaHsBaiTe
HOBHUHATA;

e [IpoBepere narara Ha mMyOnMKanusATa, Thi KAaTO YECTO CTAPU U HEAKTYATHH HOBHHHU CE
IIyCKaT KaTO HOBH.

OHJIAMTH (KUBEP)TOPMO3bT npeicraBisBa H3MOI3BAHETO HA MHTEPHET 3a
HaHaCSHE HAa €MOIMOHATHA Bpea BbPXY APYTH Xopa. TOpMO3bT B MHTEPHET MOXE J1a UMa
paznuunu ¢opmu. Tolt Moxke na MHHABa Tpe3 pa3MpOCTpaHsSBaHE HA IMOJAUTPABATETHU H
0oOMJTHA CHUMKH Y BHJICOKJIUIIOBE B CAWTOBE 3a CIIOJEISIHE HA BUICOCHAbpKaHUE KaTo Vbox7
1 YouTube, cp3naBane Ha danmuBu mpoduim ¢ 00UTHO ChIBPKAHUE B COLMATHA MPEXKHU KaTo
Ask.fm, ®elicOyk n WHcrarpam, KakTo U B CHOOIICHUS] U M300paKEHUS B MPHIIOKEHUS 32



KoMmyHuKaruss karo Ckainm u BaiiObp, wim B wu3mpamiaHeTo Ha OOWJIHHM CHOOIICHHUS W
KOMEHTapH, B CHIIUTE CAUTOBE U IIIATPOPMHU.

KPA’XKBATA HA MMPO®UJI (xakHaT mpo¢ui1) rpeacTaBisiBa MPUCBOSIBAHETO HA
qyXKJ TOTpEeOUTEICKH Tpodil B coluagHa Mpexka, Iuiargopma 3a oOlIryBaHe (Harpumep
DelicOyK), eleKTpoHHa Moma Uik apyr cait. KpaxOarta cTaBa Bb3MOXKHA 4ype3 BIU3aHE C
MpaBUJIHATA IMapoja M HEHHAra IMOJMsSHA C HOBAa M HEHM3BECTHA 3a YOBEKA, HAa KOTOTO
npUHAAIEKN TPopuIbT. BE3MOXKHO € cinen kpaxxkOaTa npoHIIbT Aa ce U3M0a3Ba 0€3 3HAaHUETO
Y CHIJIACHETO Ha IIbPBOHAYAITHHS COOCTBEHHUK. AKO Ha JIeTe MO/ 33 JbJDKATEITHATA 32 TIOBEYETO
COILIMAJIHM MPEXU Bb3pacT OT 13 roanHu (Ta3u Bb3pacT € Takapa, 3all0TO MMO-ToJIsIMaTa 4acT OT
MOIYJISIPHUA COIMATHH MPEXH ca aMEPHKAHCKH M TpaBWiIaTa 3a IMOJI3BaHE ca ChOOpa3eHU ¢
aMEPUKAHCKOTO 3aKOHOJATENICTBO) C€ Ch3laBa coOCTBeH mnpodui BHB DelicOyk, MHOrO €
Ba)XHO TPU M300pa Ha BB3pACT Ja ce uzbepe moj 18 roauHu, ThH KaTO 3a HEIBIHOJICTHUTE
NoTPeOUTENN UMa BaKHU JTOIBIHUTEIIHU 3AIIUTH.

KPA’XKBATA HA JIMYHU JAHHMU e BuJ1 KOMIIOTHPHO MIPECTHIUIEHUE, ITPU KOETO
ce IpuA0OMBAT YY>KAM JIMYHU TAaHHH C 11e]1 PUHAHCOBA M3MaMa WM 3J10yroTpeda KaTo TerjieHe
oT 0aHKOBa CMETKa, WJIM KaHAWAATCTBAaHE 3a KPEIUT OT 4yXao mme. Tasum omacHOCT 1o
INPUHIUI HE 3acsira Mo-MajKHUTe Jela, KOUTO HE MPUTEKaBaT JUYHU JIOKYMEHTH, OAaHKOBH
cMeTKu uinu Kaptu. Ho mpu TuitHeixbpute Haj 14-roguiiHa Bb3pacT TO3M PUCK CTaBa
aKTyaJleH.

OUIINHI' ATAKUTE ca nHaii-pa3npoctpanenara ¢opma Ha MHTepHET M3Mama u
IIMPOKO H3MOJI3BaH TOXBAaT OT KOMITIOTBPHH MPECTHITHUIM 3a I[OJIydaBaHE Ha Ba)KHA
unpopmanua. ToBa mnpecTbiuieHHe ce Hapuya ,,pummHr’ (,,phishing” — ,.3apubssane”,
npousnu3sa ot fishing — puboIIOB), 3aII0TO €IEKTPOHHUTE CHOOIICHHUS, KOUTO C€ pasIpaliar, ca
KaTto ,,BbIWIM’ C OCHOBHA II€N MOJy4yaTeIuTe Ja Ce ,XBaHAT Ha TAX IOpagud CBOATA
HEOIMTHOCT U HEOCBEJOMEHOCT, KaTO UM OTTOBOPAT. [Ipy puIIMHra I3MaMHHIIMTE pa3mpariar
€JIEKTPOHHA TO1I[a, KOSTO NMPETeHINPa, Y€ UBa OT MOYTEHAa KOMIAHUS U Ce ONMUTBA Ja yoeau
MoJTyJaTest 1a JaJie BayKHA JINYHA Wi pUHAaHCOBa MH(GopMaIus. EJekTpoHHOTO choOIIeHHE
OOMKHOBEHO MOJIU /1a CE€ U3MPATAT TUYHU JaHHU U JaHHH 32 OAaHKOBA CMETKa B OTTOBOP HIIU /1a
ce BbBeIaT Ha yeOcalT, KbM KOWTO MMa Bpb3Ka. T€3W JaHHU ca HAMpUMEp MOTPEOUTEIICKU
MMEHa, MMapoiii ¥ HOMepa Ha KPEAUTHU KapTH.

KAK CE ITA3APYBA BE3OITIACHO B UHTEPHET? Ilpenu na nasapyBare OT
€JICKTPOHEH Maras3uH, € MoJIE3HO Jla 00bpHEeTe BHUMaHNUE HAJIMYHA JIU € UH(POpMaIus 32 UMETO,
aapeca u TenedoHa Ha Thproeeua. He mpomyckaiiTe na mpoBepuTe U Jald JTOCTaBUUKBT €
MMOCOYMJI U3PUYHO MPAaBOTO BU 1Mo 3aK0H 1@ ce OTKa)xeTe OT MophUYKaTa B paMKUTe Ha 14 mHU.
[Tone3no 6u 610 1a MpoveTeTe BbB POPYMUTE OT3UBHU OT APYTU MOTPEOUTENH, KOUTO Bede ca
razapyBajy OT BBIIPOCHUS €JIEKTPOHEH Mara3uH, KbM KOHTO CTE C€ HACOYMIIHN. THProBEUbT €
JUThXeH J1a Bu nHpopmMupa 3a OCHOBHUTE XapaKTEPUCTUKU Ha BCSIKA OT MPEIaraHUTe OT HETO
CTOKHU ® yciyrd. Toif TpsiOBa Jja Moco4M TSAXHATA [IEHA C BKIIOYEHU BCUYKHU JAHBIM U TAKCH,
KakTO M CTOMHOCTTA Ha MOILIEHCKUTE WM TPAHCHOPTHUTE Pa3XOiH, aKO HE CE€ BKJIKOYEHU B
KpaiiHata mieHa. Ha caiita cinenmBa ma ObJe MOCOYEH HAYMHBT Ha IIAIaHE, JOCTAaBKa H
M3IbJIHEHHE Ha JOroBopa. Bamie mpaBo € 1a BbpHETE, 3aKyleHaTa OT €JIEKTPOHEH Mara3uH
CTOKa, aKo ce okaxe aedekxTHa. Pexmamanusara cu 3a nqed)ekTHa CTOKA CeABa Ja MPEIsIBUTE B
HSKOU OT OOEKTHUTE Ha THProBela, OT KOWTO CTe S 3aKyNWIH. AKO THPTOBEIBT YBaXKU
peknamanusTa Bu, B pamkuTe Ha Mecer] TpsiOBa WK Jja peMOHTHpa Oe3raTHo 3a Bac crokara
WJI J1a sl 3aMEHU ¢ HOBa. B cityuail ue He ycree Jja CTOpH €JHO OT JBETE, CIIe[Ba WIIM 1a HaMallu
1IeHAaTa, WM J1a BBpHETE CTOKATa, a TOM Ja B1 Bb3CTaHOBM 3aIjiaTeHaTa 3a Hes Cyma.



SAIUTA HA KOMITIOTBPHUTE MPEKHU OT OITACHA EJIEKTPOHHA IIOIITA

1. He Tps6Ba na ce nmposiBsBa MHULIMATUBA 3a MOJy4YaBaHe Ha UMEIIT MHCMa, UHTEPHET
CTPaHMIIU, KOUTO MpeaaraT Oe3JIaTHU WU MJIaTEHU YCIIYTH U CTOKH, YeCTO IMpeJiarany jaa
BHU M3MPATAT npoMoruu 1mo e-mail. OTkaxxeTe TakaBa yciyra.

2. Nmeiin agpechT ce criozienst caMo mpu Hyxaa. Koraro ce mpenasa 1mo euH Wid Apyr
MIOBOJI, C€ BHUMABA 3a CJIEJHUTE JBE HEIIA: IbPBO JAJIM OpraHru3alusaTa Wik YOBEKbT, KOUTO
ro MoJjy4yaBar, 1€ BU U3MpaTH HEXEJIaH MMEIT, BTOPO, MOXKE JIM J]a C€ pa3uuTa, Y€ UMEl
aZipechT HAMA Ja ObJe JaJIeH Ha TPETO JIUIIE.

3. He ce otBapsaT umeinre B HexxkenaHa mnoina. Hukora He ce oTBapsiiiTe npukayeHu
(haiisioBe B ChOOIICHHS OT HEMO3HAT M3Mpaiad. AKO He ce Mo3HaBa UMETO B mojieto ,,O0T1”, He
OTBapsIiiTe MPUKAYCHUs (aii.

4. Axo ce Moiy4d HEOYaKBAaHO CHOOIIEHHE ChC CTPAHEH MpuKayeH (aila oT Mmo3HAT
u3Mmpariay, To OM MOTJIO 1a ChIIbpKa BUPYC. MHOTO 37IOBPEIHU MTPOTPAMHU CE PA3MPOCTPAHIBAT
710 BCUYKU KOHTaKTH, KOUTO HAMEPSAT B MOIIAaTa Ha 3apa3eHusi KOMIIOTHP. TakuBa choOIeHUS
4eCcTO UMAT CTpaHHa TeMa WM UMe Ha TpukadeHus (aiis. YecTo ToBa € MEroBUTO ChOOIICHHE,
HAChpYaBaIllo MOJydyaTess J1a BUAU KapTHHKA WIM Jla IpoYeTe MPUKadeH TEKCTOBU (aiin.
Bunaru wu3uckBaiiTe MOTBBPKACHHE OT H3IIpaliaya, Npeaud Ja OTBOPUTE CHOOIICHHE WU
MpUKavyeH (aiia OT TaKbB BUIL.

5. IIpoBepsiBa ce MBIHOTO MME Ha pUKadeHus ¢aits. CKpUTUTE PA3IIUPEHHUS OT UMETO
Ha (baiina moraT aa 3abnyasaT Ja OTBOPHUTE 3apa3eH mpukadeH ¢ain or umeina. Bunaru ce
MPOBEpPsIBA JIalld HMMEIJI TPHIOKEHUETO TMOKa3Ba ITBJIHOTO MME Ha MpuKaueHus ¢aii,
BKJIIOUMTENHO pa3lrpeHueTo. Bupycu u yepBen mMorar za ce chIbpxkKar BbB (paiiioBe, KOUTO
M3TJICKIAT KaTO KapTHUHKHU, HAPUMED C pasmupenue .jpg. Ho e Bb3MOXKHO Ja UMaT CKPHUTO
pasuImpeHue, Kato .exe Win .vbs KbM UMeTO Ha (aiisia, KoeTo 03Ha4aBa, 4e MPUKAYCHUAT haiin
HE € KapTHUHKa, a Tporpama, KOsTO Ie Ce CTAapTHPA, IIOM CE€ OTBOPH MPUKAYCHUS (aiil.

6. BuumaBa ce c¢ QammuBuTe npeaynpexaeHus 3a Bupycu. DanmumBuTe
NPEAYNPEKACHIS 32 BUPYCH Ca M3BECTHH KaTo ,,n0axes”. Topa e hanmmBo choOIICHUE, KOSTO
MOJIBEXKJIa MOTPEOUTENNUTE 1a BAPBAT, Y€ ca MOJYYUTIH BUPYC U I'M HachpuaBa Ja MpenpaTsiT
MpEeAYNPEKACHUETO Ha BCEKH, KOTOTO MO3HABAT.

7. He oTBapsiiTe UMeil, ChabpKalll HexxenaHa pekiama. Tol Moxke a Obe U3noia3BaH
3a MpeHacsHe Ha BUpycH U yepBer. OT ch00paKeHUs 3a CUTYPHOCT OM TpsiOBajIo J1a U3TpUBaTe
BCUYKHU PEKJIIAMHHU CHOOIICHUS OT HETIO3HAT M3Mpallay BeHara, 0e3 1a ' OTBapsTe.

8. He ce u3moi3Ba camo eaHa TOIIEHCKAa KyTHs 3a Bcuuko. CHenuanucTuTe IO
KHOEPCUTYPHOCT MPEMOPHUBAT Ja € OTKPUBAT HAKOJIKO Pa3IMYHU MOIIX U Ja ce Pa3AelsiT Mo
npeaHa3HauYeHue.

9. N30sreaiite chIIO Taka Ja Mpernpaiiare nucMa MeXIy HSKOIKO Balld MOIIEHCKU
KYTHUH.

10. He e npenopbuMTEIHO J1a Ce MpenpaniaT mucMa 0 HIKOJIKO YOBEKa eTHOBPEMEHHO.
OcobeHo TakuBa, OT THUIIA — ,,[IPETIPATETE I'0 JI0 7 YOBEKA U 1€ BU CE CIYYH HEl[o Xy0aBo ™ UK
,,[IOMOTHETE Ha OOJTHOTO MU JIeTe, KaTo MpernpaTUTe TOBa MUCMO Ha MHOTO XOpa, €11 KO CU
1€ MU J1aJIe 3a BCEKU 3 UMeisia 5 nenta‘, Hanpumep. Te3u nucma ce pas3npocTpaHsBaT ¢ el
chOupaHe Ha JEHCTBUTENHU UMEIN ajpecu, Thil KaTo MpU MpenpaiiaHe, KbM MHCMOTO Ce
n00aBsAT aBTOMAaTUYHO M aJIpECUTE Ha MpeaHuTe noiydarenu. Cies HAKOJIKO Mpenpalianms, B
€IHO TaKOBa MUCMO C€ CHOMpAT HAKOJIKO CTOTHUIIM PEaTHU UMEIIT ajipeca, KOUTO CIie/ TOBa Ce
mpojaBaT Ha pupMu 3a cram.

11. Ako Bce mak MCKaTe Jia IperpaTHTe HAKAKBB TEKCT WM UH(OpMAIHs, KOSTO CTe
MTOJTYYHIIH, KOTTUPAUTE TEKCTa U IO M3IpaTeTe KaTo HOBO mucMo. He mpenpaimaiite mpeaHoTo,
BBIIPEKH Y€ € MPUMaMIIMBO MO-JiecHO. Taka 11e mpeanasure npusTeIuTe Cu OT ObJIe] CIIaM.

12. Axo nopaau HsKakBa IMPUYMHA JIBP>KUTE Ja MPENPATUTE OPUTHHATHOTO IHCMO,
cinoxkete ajgpeca B BCC (Blind Carbon Copy) BMecto B CC. Taka HUKOH OT IojTyyaTeauTe HAMa
Jla BUJIA aJIpECUTE Ha JpyruTe nonydarend. [I[puunHarta ma ro m3Mmoy3BaTe HE € Ja CKPUETE



MoJiyyaTeNuTe €IuH OT Jpyr, a Ja T'W Mpeanasure, B ciayyail ye ajpecHaTa KHUTA WU
€JIIEKTPOHHATA TION[A HAa HAKOH OT TAX CTaHE JOCTHIIHA HA CHam-00T (HampuMmep Mmopaau
BUpYCHA UH(EKLIHS Ha KOMIIOTHPA MY).

13. Ileyan6a ot notapusi: He cre crnedyenid. CriaMbpuTe W3IOI3BAT HAN-PA3TUYHU
NpUMaMJIMBU 3arjlaBus Ha NIHUCMara, 3a Ja HakapaT IojiyyaTess Ja T'd OTBOpU. MHOro
MOTPEOUTENIM HAUCTHUHA OTBAPAT MOAOOHW mucMma. Jlopw cien oTBapstHETO BexHara jJa To
U3TPHUETE, CAMOTO OTBApSHE HA MUCMOTO OU MOTJIO J]a MOTBBPAM, Y€ apechT € peajeH U BUE
CT€ T'0 MOJTYYHIIH.

14. OTnucBane oT OrOJIETHH, 32 KOMTO HE IIOMHHUTE J1a CTE CE 3amucBain. YecTo cpeman
METO/I, U3IOJI3BaH OT CIIAaMBbPUTE 32 HAMHUPAHE Ha aKTUBHUTE TOIIEHCKHU aapecu. M3mpama ce
OIOJIETUH C JMHK 3a OTHUCBaHe (yX) OT mojydyaBaHeTo My. OTHHCBallku ce, BCBHIIHOCT
MOTPEOUTEISAT MOTBBPIK/IABa, Y€ M3IOJI3BA MOMICHCKATa KYTHsl, C KOSTO BeJHAra BlIM3a B CIIaM
nmuctute. BMecTo na ce otnucBate, G0KupaiiTe MoJiydaBaHeTo Ha MKMCMa OT TO3H aJipec.

15. He otBapsiitTe mucma, xouto ca (umuHr araku. Haii-moOpusr HaumH 1a ce
3alUTUTE OT (PUIIMHT aTaKu € KaTO HUKOTa He OTBapsATe (PUIIMUHT MUCMa, HO YECTO € TPYAHO
7la ce pa3no3Hae Koe MucMo € (puImHr araka. MoXkeTe J1a Ti pa3no3Haere 1o:

e OOpsmenuero e "Dear Customer" wiu "Dear User", a ne Bamero ume.

e B nucmoro numie, ye akayHThT Bu 11e Ob1e npekpareH B ciiyyail, ue He OTBbPIUTE
JTaHHWUTE CH He3abaBHO. /Hackopo cmamMbpuTe M3MoiI3Baxa moaooeH moxsar koraro CKauIr ce
cpuHa 3a 1 geH. Pasnpoctpanuxa cboOIIEHHUs, Y€ CKAIN 1€ YUCTH HEaKTUBHHU aKayHTH U Ce
MCKaIlIe /1a Ce pa3npaTu choOIIeHHe Ha TToHe 15 moTpeduTens, 3a 1a ce J0Kaxe akTHBHOCT./

e lMeiurbT HIIBa OT aKayHT, MPHJIMYAIL, HO HE €IHAKBB C TO3H, KOWTO M3IT0JI3Ba U3BECTHA
¢dbupma, opranuzanus u Ap. AKO HE CT€ CUTYPHHU JaIu MUCMOTO € (GUIIMHT WIH He, Hail-1o0pe
€ J1a He OTBapsATe JMHKOBE, KOUTO ca MyOJIMKYBaHU B HETO, a J]a HAIMINETE Ha pPhKa ajpeca Ha
caiita, KOWTO BU € HEOOXOAHM.

e AKO CTe MOJIy4HII TaKOBa MHUCMO, 32 MPEANOYUTaHE € Ja OJoKHUpaTe ajapeca, OT KOUTO
e u3npareno. Koraro ro 6imokupare, Bue naBare ykazaHus Ha MOIIEHCKUST KJIIMCHT, Y€ TOBA €
cram U He TpsiOBa 1a ce npuema. [loBeueto morpedurtenu odaye MpocTo U3TPUBAT ClIamMa U TON
MIPOIBJDKABA /1A U/BA B KyTHATA.

Hacrosimmre mpaBuia ca paspa0doreHu ¢ oriex (opMHpaHe HA NOJUTHKH B
YYHJIHIIATA, KOMTO [Ja OPraHMU3MPAT H3MO0JI3BAaHETO Ha 00pa30BATEJHHMS IOTEHLHAJ
KAKTO Ha KOMIIOTBPHATA Mpeka Ha o0pa3oBaTeJJHATa HMHCTHUTYHHs, TaKa W Ha
ri100ajiHaTa Mpexka, B Cb4eTaHHe CbC CHCTeMa 0T MEPKH 32 CUTYPHOCT U 0e301acHOCT Ha
yuennnure. Ilpuiaranero uM Ha NPaKTHKA e MOBUINABAHETO HA HH(POPMHUPAHOCTTA
U IUTHTAJIHATA TPAMOTHOCT HA OOLIHOCTTA OT Jena, POAUTEH, YYUTe/H, JMPEeKTOPH 1
caykuTean.’

3 [TpaBunaTa ca chbriacyBaHH M pa3pabOTEHM U C y4acTHETO Ha eKCIEPTH OT oTael ,,KnubepnpecTsnHoCT” KbM
I'maBHa qupexius ,,bopba ¢ opranusupanara npecTeiHOCT” | ¢ [{eHTbpa 3a 6e30maceH HHTEPHET.




