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3a 0€30IaCHOCT HA yYeHULNTE B
KOMIIOTBPHATA MpeKa B YYUJIMIIETO U B HHTEPHET

Te3n npaBuia ca pa3padorenu or [Ibp:kaBHATA areHIUs 32 3aKPUJIa HA 1eTeTo, B
napTHibopcTBo ¢ I'1aBHa aupeknusi ,,bop0a ¢ opraHmsupaHata npecTBLIHOCT”,
Hanumonanen uneHTnp 3a Oe3omaceH MHTepHeT, MHHHCTePCTBO HAa 00pa30BaHUETO M
HaykaTa, Peruonaino ynpasJjieHue Ha o0pa3oBanueTo — Codusi-rpaj, pbKOBOAUTEIHN HA
o0pa3oBatesiHM HHCTUTYHHHM OT Chlo3a Ha padoTogaTe/uTe B CHCTEMAaTa HA HApPOAHATA
npocsera B bbarapus, CapyxeHneTo Ha JUPEKTOPUTE B CPeAHOTO 00pa3oBaHue Ha P

bnarapus.
IenuTte Ha npaBuIaTa ca ga ce:

o rapaHTHpPa NPABOTO HA YYCHHIMTE HA 0CTHII 10 MOAXOAAIA HHPOpMALHA
U MaTepHaHd B MpeKarTa;

. OCBIECTBH MNPEBEHIHUA U CHHTE3UPa HA eIHO MACTO MHopManusTa 3a
ONACHOCTHTE B HHTEPHET;

. NPeJOCTABAT KOHKPETHM HACOKH 3a 3aKpH/a Ha JeTeTo W 0e30IacHo
NOBeJAeHNE B KOMIIIOThPHATA MpPeKa B YYMJIHIIE U B MHTEPHET;

o No00py KOOPAMHAIMATA M OTTOBOPHOCTHTE HA YYACTHHUMTE H/WJIH

BCHUYKH 3aUMHTEPECOBAHMU CTPAHHU.

OTroBOpHOCTTA 3a TapaHTHpaHE MpaBaTa Ha JelaTa U 3alliuTa Ha TEXHUTE UHTEPECH €
CIo/ieJieHa OTTOBOPHOCT MEXy CEMEWCTBOTO, OOIIECTBOTO M AbprKaBara, upe3 HEUHHTE
OpraHu W MHCTUTYLMHU. BbIpeku ToBa, Ta3u OTTOBOPHOCT € paslpe/erieHa, KaTo TS ce maja
MIPUOPUTETHO HA CEMEUCTBOTO, MO-CIECIIUAITHO Ha POJAUTEIINTE, HACTOMHUIIUTE, TTOTICUUTEIINTE
WJIHM IPYTUTE JIUIA, IPU KOUTO JIETETO € HaCTaHeHO, ToraBa Koraro € ouia mpeanpuera Msapka
3a 3aKpuiia Mo OTHOIICHHE Ha Hero. OTYUTAMKK TpyAoBaTa aHTAKUPAHOCT HA POAUTEIIUTE, B
HAKOM OT CIIy4auTe M TPYAHOCTUTE, KOUTO HU3MUTBAT B OTTJIEKIAHETO W BBH3MUTAHUETO Ha
JIETETO, B OCHOBOIIOJIATaIlMs MEXYHAPOICH aKT 3a npapaTa Ha aeteto Konsenuuara nva OOH
3a mpaBaTa Ha JETETO, KAKTO M B peAMIla HOPMAaTHBHM aKTOBE OT HAIMOHAIHOTO HHU
3aKOHO/IATEJICTBO, € IOCOYEHO KaK OOIIECTBOTO, COIIMATHUTE U 00pa30BaTETHUTE HHCTUTYIINH,
U JbprKaBaTa U3M'BJIHABAT TE€3U CBOU OTTOBOPHOCTH 3a OKa3BaHE Ha a/IeKBaTHA IMOAKpena Ha
CEMENCTBOTO, 3a 3aKpUJia Ha JICTETO U 3a 3alllUTa Ha HETOBUTE TPaBa M HHTEPECH.

CornacHo Konenumsara na OOH 3a mpaBara Ha JeTeTo, POAUTENUTE HMaT
IEPBOCTETNIEHHA OTTOBOPHOCT 3a OCUTYpsIBaHE BHUCIIUTE WHTEPECH Ha JETeTo Ja Obaar
I'BPBOCTENEHHO CchoOpakeHue. Poxautenute wiu, cropes ciydas, 3aKOHHHTE HACTOWHHIIH,
MONEYUTENIM WM JPYTH JIKIA, MPU KOUTO JETETO € HACTaHEHO, HOCAT OTTOBOPHOCT 3a



OTIJICKIAHETO U PAa3BUTHUETO HA JETETO.

JbpxaBata, upe3 HEWHUTE OpraHu, TpsOBa Aa MpearnpueMe NOIXOAAIIN CThIKY, 32 Ja
MIOAKPENU POAUTEIUTE IIPU U3IIBIHECHUETO Ha TEXHUTE OTTOBOPHOCTH. AKO HSKOU POJUTENH
HE MOraT WM Ce€ 3aTpyJHsBaT, TO B TE3U CiIy4aud C€ HAMECBAT OTTOBOPHUTE JbpKaBHU
MHCTUTYLUH, 3a Jja OCUTYPAT CIIa3BaHETO Ha [1paBaTa Ha JETETO U 3a10BOJISIBAHETO HA HETOBUTE
HYXJU. 3aIbJDKEHUE Ha IbP)KaBaTa € OCUTypsIBaHE Pa3BUTHETO HA MHCTUTYLIMH, 3aBEJCHUS U
yciayrd. B Tta3zu Bpb3ka posnsita Ha 00pa30BaTEIHUTE UHCTUTYLIMU € M3KIIIOUUTEIHO Ba)KHA U
kiovyoBa. Te mMoraT aa nomnpuHecaT 3a 00y4eHHETO U MPEBEHIMATAa Ha PUCKOBETE HE CaMO Ha
Jenara, HO ¥ Ha pOAMTEINTE, KaTo 110 TO3M HAYMH MOraT Ja UMaT JBOMHA 10j3a 3a neuara. B
Ta3u IIOCOKA HACTOSIUUTE IPAaBUJIA, 1aBaT OCHOBHU IIO3HAHMS 34 OIIACHOCTUTE, KOUTO KpHE
BUPTYaJIHOTO IIPOCTPAHCTBO C LIE€J OCUTYPsIBAHE 3aKpujaTa Ha JETETO OT BPEIHU 3a HErO
uHpOpMaNKs, MaTepHaId U KOHTAKTH.

OcCHOBHHUTE NPMHIMIIM 32 pad0Ta B KOMIIIOTbpPHATA MpeXa B YUUJIUILE U B UHTEPHET

ca:

1. PaBeH IOCTHIT HA BCUYKH YUCHHUIIH;

2. 3ammMTa Ha YYEHUILIUTE OT BPEJHO WJIM HE3aKOHHO ChABbpKaHWE U WH(MOpMalus
KaTo: caMOHapaHsSBaHE, THPrOBUS C HAPKOTHIIM, Xa3apT, MpOIaraHJdpaHe Ha
BPEIIHU U ONIACHHU HABHIIA M JICHCTBUS KAaTO aHOPEKCHS, OyIMMUs, TIOpHOTpadus,
TOJICpUPAHE HA Pa3NIWYHK (OPMHU HA HACHIIHE, MPOIOBAIBAHE HA TEPOPU3HM,
€THUYECKA U PEIMTHO3HA HETOJIEPAHTHOCT, CAMOYOUKCTBO U JIp.;

3. 3audTaHe W 3alllUTa HA JUYHATA HETIPUKOCHOBEHOCT;

4. TloaroroBka W KOHTPOJ Ha YYEHULUTE 3a OE30MaCHO U OTTOBOPHO TOBEJICHHUE
OHJIAlIH;

5. CobTpyAHHUYECTBO B AyX Ha TOJEPAHTHOCT U JOOPOHAMEPEHOCT MEXAY YUIIHUIIETO
U POAMTEINTE/HACTOMHUITUTE.

KomniorbpHaTa Mpeka B YUYWIHIIE C€ M3MO0J3BAa B MEJArOrMUYECKUTE CUTYalUU U
yueOHHU yacoBe caMmo 3a 00pa3oBarTenHu Lenu. L{snara mpexa o6XBala KOMIIOTPUTE, CBbP3aHU
¢ kabemHu W/wim O€3KUYHU BPB3KH, CUTYHPAaHU B KOMIIOTbPHUTE KaOWHETH, 00OpyJBaHU
KJIaCHU CTal W aJIMUHHCTPATUBHUTE MOMELICHHUs Ha 0Opa3oBaTeIHaTa MHCTUTYLHUS, KaKTO U
ycTpoiicTBaTa (MepcoHaaHU cMapT(OHU, JanTomu U TabjeTH) ¢ OEe3KUYEH JOCTBI [0
UHTEpHET.

YuyeHHIUTE UMAT [IPABO HA:

1. Paen noctbll 0 MpekaTa Ha 0Opa3oBaTeIHAaTa HUHCTUTYLUS, C U3KIIOYEHHUE Ha
KOMIIIOTPUTE B a/IMUHUCTPATUBHUTE MTOMELICHUS.

2. PabGota ¢ ycrpoiicTBaTa (KOMIIOTPH, JANITOMH 1 TaOJIETH) B MpeXaTa C MOoJAKpenara

Ha MeJaroru4ecky CrennuaincT.

3. OOyuenue 3a 0€30MacHO U OTTOBOPHO IMOBE/IEHNE B MpekaTa Ha oOpa3oBareaHaTa
WHCTUTYLIUS U B UHTEPHET.

4. Hudopmarnus 3a mpaBuiiaTa 3a pabora B MpexaTa.

5. CurypHa mudpoBa cpefa B yUUIHUILIETO.

6. Ilon3BaHe Ha MOOMIJIHUTE CH YCTPOICTBa U3BBH YyUeOHUs Ipolec (MoYnBKaTa U
MEXy4yacusara), a Ipu U3pUYHO YKa3aHHE Ha YUWTeN — U B y4yeOHHUS Yac/mearorudeckara
CHUTYyaIHs 3a IeJUTe Ha YIeOHHsI ITPOIIEC.

BAKHO! IlpaBmmara 3a Oe3omacHa paboTa B HHTEPHET, KOUTO YUYCHHUIIUTE ca
3aJIJDKEHU J]a CIa3Bar, Ce MOCTaBsIT Ha BUAHO MSICTO B oOpa3oBaTeHaTa WHCTUTYIUS, KAKTO
U B KOMITIOThPHHUTE KaOWHETH, Taka M Ha caiTa Ha y4widieTro. B HawamoTo Ha ydeOHara
TOJMHA IO MOAXO/AI] HAYMH BCUYKH JIella ¥ TEXHUTE POJAUTETIN/HACTONHUIIN/TIOTICYUTENN Ce
3aIl103HaBaT C TiAX. He}IaFO3I/ITe NEPUOANYHO HAIIOMHAT 3a TAX U 3a CUTYPHOCTTA B UHTCPHET B



MOAXOAAIIN (POPMHU U IEHHOCTH, B KOUTO C€ BKIIFOYBAT YUCHUIIUTE U POJIUTEITUTE UM.

Yacr 1. OTroBOPHOCTH HA PHKOBOAUTEINTE HA 00pa30BaTeITHUTE HHCTUTYLMH, HA
npodecuoHaucTUTe, padoTemm ¢ AeHa W ¢ HHPOPMANMOHHO-KOMYHHKAIMOHHU
TexHosoruu (MKT)

JIMpPeKTOPBHT HAa YUUIIUIIETO:

l. Opranuzupa AeHHOCTTa MO M3II'BIHEHUETO Ha TE3U MPaBHIIa, U OCHUTypsiBa
JOCTBII 10 KOMIIOThPHATA MpeXka, €PEeKTUBEH U MOCTOSTHEH KOHTPOJI, TUIAHUPAHETO HAa MEPKH
10 OpraHu3aIMsATa 3a ClIa3BaHe Ha MIpaBHJIaTa 3a paboTaTa Ha YUYSHUITUTE B MpeKaTa U 3alluTa
OT BPEJIHO WJIM HE3aKOHHO ChIbP>KAHUE B UHTEPHET.

2. OcurypsiBa Tpu TEXHHYECKAa BB3MOXKHOCT TMpocieasBaHe Ha Tpaduka,
OCBIIIECTBSIBAH Upe3 MpekaTa Ha 00pa3oBaTeIHATa HMHCTUTYIUS.

3. [Ipy xoHCTaTMpaHEe Ha CiIy4anm Ha KHOEPTOPMO3, HE3aKOHHO ChIBPKAHHE U
MOBE/ICHHE B Mpekara Ha oOpa3zoBaTellHaTa WHCTUTYLHS W/WIM B HHTEPHET YyBEIOMSBa
He3a0aBHO KoMmmeTeHTHUTe opramum — Jupekmus ,,ComupanHo mojamomaraHe, 1o
MecTornpebuBaBaHe Ha JeTeTo U [ naBHa aupekuus ,,bopba ¢ opranusupanara npecTbIHOCT”,
cnienuanu3upanuar ornen ,,Kubepnpecrsnuoct na MBP. B Te3u ciyuam oka3za HYXHOTO
Ch/ICHCTBUE HA KOMIIETEHTHUTE OPTraHH C 1IeJ] yCTAHOBSIBAHE HA U3BBPILUIUTEINTE U PEaIpremMa
MEpPKHU 3a NMPOTHUBOAECHCTBUE M IMPEMAXBAHE HA CHOTBETHOTO ChIBPKAHUE OT MpeEXKara Ha
oOpa3oBaTenHaTa MHCTUTYIMSA. Mojke /1a mojTy4yaBa v KOHCYJITaHTCKa oMot oT Hannonanuus
LIEHTHP 32 O€301aceH UHTEPHET.

4. OpraHu3upa B HA4aJIOTO Ha BCsIKA y4eOHa TOJIMHA 3a[103HABAHE HA YUCHHUIIUTE U
POIUTENNTE/HACTOMHUIINTE ¢ TIpaBuIIaTa 3a Oe3omacHa paboTa B Mpexara.
5. OcurypsiBa OTTOBOPHO JIHIIE (CITY’KUTEI MM HACT BHHILICH CICILHAINCT), KOCTO

Ja U3II'bJIHsABA Q)YHKHI/II/ITC Ha CUCTCMCH aJIMUHHUCTPATOP.

Yunresanre, nejaroru4ecKuTe CeMAJINCTH U PbKOBOAUTEINTE 110 HANIPABJICHHE
HUKT ca qobxHH 1a:

1. PaszscHsBar mpaBmiara 3a 0€30MacHO W OTTOBOPHO IOBEIEHUE IMpH padoTa B

Mpexara Ha 00pa3oBaTeIHaTa UHCTUTYLMS U B UHTEPHET.

2. OchbIiecTBABAT TOCTOSIHHO HAONIOJEHUE W KOHTPOJI BBPXy paboTaTa Ha
YUEHHIIUTE B MpekaTa Ha oOpa3oBaTeaHaTa MHCTUTYLUS B y4eOHO BpeMe.

3. [Ipennpuemar He3a0aBHUM MEpPKHM 3a IIPEYCTAHOBSIBAHE HA JIOCThIIa Ha
YUEHHIIUTE JI0 HE3aKOHHO M BPE/IHO ChABPKAaHHE B MpeXkara.

4. VYBenomsiBar He3a0aBHO AMPEKTOpa Ha YUYWIMIIETO TpH HapyllaBaHe Ha
npaBujaTa, ciydyal Ha KHOEPTOpPMO3 WJIM NpPU YCTaHOBSIBAaHE HA HE3aKOHHO M BPEIHO
ChJIbpKaHUE WM NIOBEJIEHUE B MpeXkKaTa.

5. Oxa3zBat moJKpena Ha y4eHUI — O0EKT Ha KHOepTOpMO3, Upe3 MbpBOHAYaIHA
MICUXOJIOTMYECKa MOJKpena OT YUWJIMIIHHUS TICHXOJIOT 32 CHWYKAaBaHE Ha HANpPEkKEHHETO Yy
JETETO.

6. Curnanusupar npu HeobxoaumocT Jupekuus ,,ConuaiHo MoAnoMarase’ mo
MECTO)KMBEEHE Ha YUEHHUKA C IIeJT OIICHsIBaHEe Ha HyX/laTa OT HACOUYBaHE KbM COIIMAIIHU YCIYTH
3a OKa3BaHe Ha Iocje/IBallia noIKpena.

CucteMHMAT aAMMHHUCTPATOP (CIyXUTell B 0OpazoBaTesiHaTa MHCTUTYLIUS WA HAET
BBHIIICH CIIEIUAHCT):

1. OcwurypsiBa o6miara 6€30MacHOCT U (PYHKIIMOHATHOCT Ha MpeXaTa.

2. [Ipennara u mpuiiara MepKH1, OrpaHUYaBaIH IOCTHIIa HA YUYEHUITUTE 0 BPEIHO
HWJIIM HE3aKOHHO CBHABPKAHUC U IMOBECACHHUC B HWHTCPHCT B CBHOTBETCTBUC C HeﬁCTBaHIOTO
3aKoHOAATeNCcTBO Ha PenyOmnuka brirapus.




3. W3BbpirBa nepruoIuieH mperiiel Ha KOMITIOThpHATa Mpeka Ha 00pazoBaTeHara
WHCTHUTYIIUS 32 HATMYKE Ha Bh3MOXKHH 3aIlJIaXH U PUCKOBE 33 CUTYPHOCTTA Ha YYCHHUIUTE MPU
paboTa B MIHTEPHET.

4. Cnemn Tpaduka, OCBIIECTBSBAH 4Ype3 KOMIIOTbpHaTa Mpexa Ha
oOpa3oBaTenHaTa MHCTUTYLIUS.

3. [Ipennpuema He3ab0aBHU MEPKH 32 TPEYCTAHOBSIBAHE HA IOCTHIIA HA YUCHUIUTE
710 HE3aKOHHO U BPEJIHO ChIbPKAHNUE B MPEXKaTa.

6. YBenomMsBa He3a0aBHO JUPEKTOPA HA YIUIIUIIETO MTPH CITydan Ha KHOePTOpPMO3,
HapylllaBaHe Ha IpaBUJIaTa WK MPU YCTAaHOBSIBAHE HA HE3aKOHHO ChABP/KAaHUE WK ITOBE/ICHUE
B Mpexara.

7. CobpelicTBa 3a yCTaHOBSIBAaHE Ha W3BBPLIMTENM Ha KUOEpTOPMO3 M Ipuiiara

MCPKH 34 OIrpaHUYaBaHC Ha TaKHWBa ClIydau.

Yacr I1. llpaBa u 0TTOBOPHOCTH HA poauTenTe!

Poaurennrte mmat IMpaBo ga:

1. [TonyuaBar uH(poOpmanus 3a pUCKOBETE W 3aljlaxuTe 3a 0€30MacHOCTTa Ha
TEXHUTE Jella Mpu paboTa B UHTEPHET B YUUIIUIIETO U BKBIIIH.

2. bbvaat cBoeBpeMeHHO HHPOPMHUPAHH, aKO AETETO UM € 00EKT Ha KHOEpTOPMO3 B
YUWIHILETO.

3. VYyacTBaT ChbBMECTHO C PHKOBOJACTBOTO Ha oOpa3oBaTeIHaTa UHCTUTYLHUS MPH

pa3pelaBaHe Ha BCEKH KOHKPETEH po0JieM, CBbp3aH ¢ HapyIlaBaHe Ha MpaBHiaTa OT CTpaHa
Ha TEXHUTE Jela.

4. VYyacTBaT ChC CBOM MPEMIOKEHHS B ONPEIACISIHETO HA TPAaBUIIATa U MEPKUTE 3a
0€30MMacHO U3MOI3BAHE HA UHTEPHET B YUHIIUIIETO.

5. [Tomydar wHpOpManuUs 3a HWHOOPMANMOHHO-CUTHAU3AMOHHHA ITUTaT(hopMH
KaTo

www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;

www.facebook.com/bgcybercrime.

PoguTenuTe HOCSAT OTTOBOPHOCT JIa:

1. [TomorHar Ha AeTeTo cu Ja U3rpaJu YMEHHs 3a OHJIAiH 00IyBaHe U Oe30IMacHO
W3IOJI3BaHEe HA HHTEPHET.

2. OcbliecTBsABAT MOCTOSTHEH KOHTPOJI 32 CUTYPHOCTTA Ha JIETETO CU B MHTEPHET.

3. HpOfIBHBaT HHTEPCC KbM aKTUBHOCTTA Ha JCTCTO CU B MpEKaTa, BKIIIOUUTCIIHO
U Ch3JaBaHETO Ha MPO(UIN B COIMATHU MPEXKU U PETUCTPAllMM B CAaWTOBE M MOOWIIHU
MIPHIOKEHUS, KAKTO U Ja PA3SICHSAT IMOCIICICTBUATA OT Ch3/IaBAHETO W/WITH PA3IPOCTPAHEHUETO
Ha OTpeeNIeHO ChAbPIKAHUE.

4. [Tpu ycTaHOBsIBaHe, Y€ IETETO UM € )KepTBa Ha KHOSPTOPMO3, J1a CUTHAITU3UPAT
Ha otgen ,KubepmpecrsmHoct” kbM [maBHa gupeknus ,,bopba ¢ opranusupanara
npectbiiHOCT”  (http://www.cybercrime.bg/bg), unu IlenTspa 3a 0Oe30omaceH HMHTEPHET
(https://www.safenet.bg/), kakTo U MoraT 1a MOTHPCAT chACHCTBUE OT Jupekuus ,,Connanto
MoJroMarate” o MeCTOKMBEEHE Ha JIETETO C IIe71 OKa3BaHe Ha MCUXOJIOTHYecKa MOAKperna Ha
nerero. B To3u cryuait Tps6Ba 1a yBeOMAT? U JUPEKTOpa HAa 00pa30BaTENHATa HHCTUTYIIHUS.

5. CobxpaHsiBat 3/[paBeTO Ha JE€TETO, KaTO MPOCIEAIBAT BPEMETO 3a U3I0I3BAHE HA
WHTEPHET.
6. YBenoMAT AUpPEKTOpa Ha oOpa3oBaTelHATa MHCTUTYIHS, KOTaTO MM CTaHe

' Or cTpana Ha 0Opa3oBaTeIHaTa HHCTUTYLHS ClieaBa Ja ObOaT IpeAIpHEeTH HEOOXOAUMHTE ACHCTBUI POIUTEIINTE
Ja OBIAT 3al03HATH C TEXHHUTE IpaBa U OTTOBOPHOCTH W C IpaBmiaTa 3a Oe3omacHa paboTa B MHTEPHET, KOHWTO
YYCHUIIATE Ca 3a/IbJDKCHH Ja CIla3BaT

2 YBeoMABaHETO MOXE Ja OB/ B YCTHA WM IIHCMeHa (popMa, KaTo 3a IPeANoYHTaHe € IHCMEHATa TaKaBa.


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.safenet.bg/
http://www.facebook.com/bgcybercrime
http://www.cybercrime.bg/bg
https://www.safenet.bg/

M3BECTHO, Y€ JIETETO UM € 0OEKT Ha TOPMO3 OT JPYTO JIETE, C KOETO € B €THO U CHIIO YUMIIHIIIE.

Yacr III. O0mu npaBuia 3a 0e30macHO O0LIYBaHe B MHTEPHET 32 YYEHHUIUTE
(amanTUpaHu 3a TAX)

Kato yueHHMK CbM JUTBXKEH Ja CHa3BaM CJIEIHUTE MpaBuia. AKO ce 3aTpyAHsSBaM B
TAXHOTO pazOupaHe, Mora Jia mojyya MoAKpena oT POJUTEI WA OT yYuTell, 3a Aa MU ObJaaT
OOSICHEHHU:

1. Ja ne naBam jauuHa HHPOpMAIUS: UMe, a/IpeC, apoja OT eJIEeKTPOHHA Molla, Tpodui B
collMaliHa MpeXa, JHUYeH Tene(oHeH HOMEep, YUMIIUIIETO, B KOETO y4a.

2. [awne naBam nHdopMaus 3a MECTOpadoTaTa Ui JIUYEH U CIyKeOeH TeeOHeH HOMEP
Ha POJUTENUTE, HACTOWHUIUTE, OJM3KUTE, MPUATEINTE, ChbYYCHUIIUTE U MO3HATHTE CH 0e3
TAXHO pa3pelieHue.

3. Jla He u3mpalliaM U J1a He KauBaM OHJIaliH CBOM CHUMKHU M Bujea, 0e3 mpeau ToBa /a €
00CBH/ICHO M B3€TO PEIICHUE C POJIUTEIUTE MU.

4. Jla He M3TpaIaM U Ja He KauBaM OHJIAWH CHUMKH W BHJea Ha MPUSATENH, ChyUYeHHIIH,
POIIHUHU, yUUTENH, OJTU3KU, TIO3HATHU U Jp., 0€3 Mpeind TOBa J1a € 00CHICHO C TAX, a B CIIy4auTe,
KOTaTo ce Kacae 3a MOMW NpPHUATENH, ChbYYCHHUIH, J1a € CHIVIACYBAaHO OT TSAXHA CTPaHa U C
POIIUTENNTE UM.

5. Jla He oTroBapsM H Jia HE OTBapsM NpHKadyeHU (ailyloBe Ha EICKTPOHHA IIOIIa,
MOJIy4€Ha OT HeTO3HaT nojaarei. Ts MoXke Aa ChIbpiKa BUPYC UITH Jpyra 3JI0BpeIHa Iporpama,
KOSITO J1a YBpeOu KOMIIOTHpa/renedoHa/Tadnera WiM Ja TO HAlpaBd YsI3BUM 3a BBHHIICH
JOCTBII.

6. Ille ce mockBeTBAM C POAUTENNTE CH/YUUTEN, IPEIH Ja CBAIS WIA HHCTAIMPAM HOBa
MporpamMa/mpuiiokeHne Ha KOMITIOTHP, TenedoH, TableT, KakTo U He MPaBs HUIIIO, KOETO MOXKe
Ja yBpeAM KOMIIIOTHPA WM 4pe3 HaJeHO JACHCTBHE Ja Ce pPa3KpusAT JaHHU 32 MEH U
CEMENCTBOTO MHU.

7. Hemara, KOUTO TpaBsi B MHTEPHET, HE TpsiOBa Ja BPEIsAT Ha JPyrd Xopa WIH Ja
MPOTUBOpPEYAT Ha YCTAHOBEHUTE MpaBuia (4acT OT TAX ca YPeJASHHU B 3aKOHH).

8. UN3BecTHO MU €, e € 3a0paHeHO J1a Ce U3MOJI3Ba UYXKIO0 MOTPEOUTEIICKO UME, ITaposia u
€JIEKTPOHHA MOIIIA.

9. Jla He muma U Ja HE KaYBaM HHIIO, KOETO MOXKE J1a € OOMIHO MM YHU3UTEITHO 32 MEH
WJIM 32 IPYTH XO0pa.

10. HezabaBHo wH(pOpMupam BB3pacTeH (POIUTEN, YUWUTEN, JAUPEKTOP, METarorudecKu
CHBETHHK), KOTaTo MOMa Ha Ha MaTepHUali, KOUTO M€ KapaT Jia ce YyBCTBaM HEyJ0OHO WJIH Ha
MaTepHalid C BPEIHO WJIM HE3aKOHHO CHABP)KaHHE, KOETO MOXe Ja Obae mopHorpadwus,
MIPOTOBSIBAHE HA HACUIIME U TEPOPU3BM, ETHUUYECKA U PEIUTHO3HA HETOJIEPAHTHOCT, THPTOBUS
C HapKOTHIH, Xa3apT U Jp.

11. 1a HEe oTroBapsiM Ha ChOOIIIEHHUs, KOUTO ca OOUTHU, 3aTUTALTUTEHN, HENPUITUIHN UITH
Me Kapar Jia ce 4yBcTBaM HeyJqo0Ho. MHbopMupam poauTenuTe Cu/KJIacHUS pPbKOBOJIUTEINL,
yUUTEN, TUPEKTOP, EAArOTUYECKU CHbBETHHK 32 TAKUBA CHOOIIIECHUSI.

12. Ako HSKOW Me OOMXJa WJIM TOPMO3W OHJIAMH, HE OTroBapsM. JlokimagBam ro Ha
OTTOBOPEH BB3PACTEH (POAUTEN, YUUTEI, TUPEKTOP, IEAArOTHYECKH ChBETHHUK). Mora u cam 1a
JIOKJIaJIBaM, KaTo I0JIaM CHTHaJI Ha caMUs CaliT UM Ha rocoyeHuTe ajapecu: www.gdbop.bg;
www.safenet.bg; www.cybercrime.bg; www.facebook.com/bgcybercrime;
www.spasidete.com u To Osokmpam. JloOpe € 1a HampaBs BeAHara €KpaHHa CHHUMKaA
(CKpHIHIIIOT) Ha CHOTBETHHS Pa3rOBOP WM ChABbPKaHHE KAaTO €NEKTPOHHO JOKAa3aTeNCTBO,
KOETO TpeJaBaM Ha OTTOBOPEH BB3pAcTEH (POAWTEIN, YUYUTEN, IUPEKTOp, IMeAarorHuecKd
ChBETHHK).




13. BuumaBam, korato pasroBapsm B yaT. [lomus mpaBmiio Nel: ye xopara OHJIaiiH HE
BHUHATH Ca TE3H, 32 KOUTO C€ MPEACTABIT U MOTaT Ja ThPCAT ONpeencHa nHpopMaIus, ¢ KOsSTo
11a 3JI0YTOTPeOST ¢ MeH Uiy ¢ Apyrurte xopa. [IpaBuno Ne2 e ye He mpaBsi HUIIO HA IPYT YOBEK
B MpeKaTa, KOeTO He UCKaM J]a MH C€ CIIy4YH U Ha MCH.

14. Ako ce cnyuu Ja nonajaHa Ha MH(GOpMAIIHs WU IpYTo ChAbpkaHue B MpexaTa, KOeTo
HE MU XapecBa WM Me TUTAIIN 10 HSIKAaKbB HaYMH, MOTa JIa MOJaM CHTHAI Ha JICHOHOITHATA U
oesmatHa Harmmonanuara renedonna nuaus 3a nena 116 111, va otnen ,,Kubepnpecrsnaoct
Ha [JIBOII (http://www.cybercrime.bg/bg), va LlenTbpa 3a Ge30maceH MHTEPHET Ha ajpec:
www.safenet.bg, nnu Ha Texuus tenedon 124 123, wnu npe3 yaT-moayna Ha www.safenet.bg .

15. TpsibBa 1a HE MpUeMaM CpeIly C JIMLA, C KOUTO ChM C€ 3all03Hajl/a B MHTEPHET, OCBEH
clle]] ChIJIaCUEeTO Ha poauTenute Mu. [loMHs, ye XxopaTa, C KOUTO CE 3all03HaBaM OHJIANH, HE
BHHATH Ca TE3H, 32 KOUTO ce mpenctaBar. OnmuTBaM ce BUHATH Ja TPOBEPSBaM J1ajl YOBEKBT
oTCpellla HauCTUHA € TO3H, 32 KOTOTO ce MPEACTaBs upe3 IpoBepKa Mo UMe, UMEesl, CHUMKa U
KOHTPOJICH BBIPOC, HA KOUTO OM TpsAOBaJO Ja 3Hae OTrOBOpa, ako € HaucTuHa To3u. [lpu
CbMHEHHE MOXeE Jla [T0JIaM CUTHAJI WJIY J1a IOThPCS ChBET Ipe3 caiita Ha LleHTbpa 3a 6e30macen
uHTepHeT www.safenet.bg.

16.M3non3BamM HacTpoiikuTe 3a O€30MacCHOCT W 3alluTaTa Ha JIMYHUTE JaHHA Ha
COILIMATTHUTE MPEKH, MOOWITHHUTE MIPIIIOKECHUS U Opay3bpHTe.

17.M3non3Bam ¢yHkuuaTra 3a OezomacHo cbpdupane. Jla He mocemaBaMm caiToBe B
MHTEPHET, KOUTO Ca ChC ChbPIKaHNE, HEMOIXOISIIO 32 JIETCKA ay AUTOPHSI.

18.M3non3BaM TpyaHH (IBITH, C TJIaBHU U MalKu OyKBH, TUGPU U CHELMATHU 3HAIM) U
pa3JIMYHU 32 BCEKU CaUT MapoJu.

19.M3non3BaM aHTUBHPYCHA MPOTpaMa, KOATO CJIeIBa PEAOBHO JIe ce OOHOBSIBA. 3aeHO C
OTTOBOPHUTE BB3PACTHU  (POIUTEN, YYUTEN, JUPEKTOp), TMOMIbpPKAM TIOCICIHUTE
aKTyaJlM3UpaHu BEPCUU HA BCHUKH NMPOTPAMH U MIPUITOKEHUSL.

20.Axo0 moy3BaM O0IIM KOMITFOTPY, BUHATH TPOBEPSBAM JalId CbM HU3JISA3BJI/U3JA371a OT
npoduna cu, cieq Kato CBHPILIY Yaca. B ciyyaii, ue HaMmeps ycTpoiicTBO, Ha KOETO APYT YUEHUK
€ pa0oTwII, HO HE € 3aTBOPUJI ITpopriia CH, BeJIHAra 1€ MU3Jisi3a 0€3 Ja Mperiek1aM, TPOMEHIM
win 106aBsM uHpopmanus B npoduia my.

21.TpsabBa na uMaM IpenBU, Y€ KOraTo myOauMKyBaM HEBSIpHA U M30MadeHa nH(opMalus
3a JIpyT YOBEK, JIOPHU C SICHaTa MUCHJI, Y€ TOBA € IlIera, TOBa MOXe Jla J0BeJie 0 310ymnoTpeda
Y 10 HENPUSATHU TIPEIKUBIBAHUS 32 TO3U YOBEK.

CBbBETHU 3A 3IPABETO

3a 1a paboTUTE Ha KOMITIOTHP, 0€3 J1a YBpEAUTE CBOETO 37[paBe, pelyBail BpeMeTO CH B
OHJIAMH U o(JIaliH cpena, KaTo cra3BaiTe CICIHUTE MTpaBUia;

3A JJA HE YBPEJUTE 3PEHUETO CH:

3a 1a He yBpeauTe 3peHHETO CH:
Pa3CTOSTHUETO MEXTy OYHTE ¥ MOHHUTOpA TPsIOBa a ObJIe OKOJIO MOJIOBHH METHD;

Pa3CTOSHUETO MEX/1y OUMTE U KJIaBUaTypara Jia Ob/ie OKOJIO MOJIOBUH METHD;
BbPXY MOHUTOpA He TPsIOBa J1a Momaja npsika CIbHYEBA CBETIINHA;

HE pa6OTI/I B CTasdA, KbACTO UMa CMECCHA CBCTJIMHA — CIbHYCBA U U3KYCTBCHA,

<N N X

BpPCAHO 34 OYUTE €, aKO 3a MOHUTOPA Ja UMa IIPO30PCIL oe3 I0pH U 3aBCCHU,
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v/ 3a J1a OTIIOYMBAT OYMUTE, OT BPEME HA BPEME OTMECTBAMTE MOIJIea OT MOHMTOPA M TIOTJIEKIai
pe3 mpo3opelia Wik KbM Hail-lajieuHus Kpail Ha cTasita BbpXY JaliedeH 00eKT;

v/ eIMH IIBT B TOJMHATA TIPOBEPSIBAIl 3DEHUETO CH NP OYeH Jiekap (0 TamImMoIor).

IIpu pabGora ¢ k1aBuarypara:
v He nperbBail KUTKAaTa, KOraTo IHILEI;

v/ CcrbBaif JIEKO IPHCTUTE HA PhKAaTa U OTIYCKall majera;

v L[06pe € J1a U3II0JI3Ball KilaBHuaTypa ¢ KJIaBUIIX, KOUTO Ca IO JICK HAaKJIOH.

IIpu pa6ora ¢ Mmumka:

MHUIIIKAaTa TpH6Ba Ja 6’5,[[6 C pasMEpa Ha AJIaHTa,

\/ HC IBMXHW MHUIIIKAaTa CaMO C ITajcia U MaJIKus HpBCT;

v [IOJI3Bal MOAXOIAINA TOIOXKKA 32 MUILIKATA.

Meobeaunre

v CTONIBT TpsiOBa na ObJE Ha KOJENla, C peryiupyeMa BHCOYMHA Ha CeJajKaTa H

obJerankara, KOATO TPsIOBa J1a OCUTYPH OIOpa Ha TPhOHAYHMS CTHJIO B 0071acTTa HA KPBCTA;

v OropoTo TpsiOBa Aa ObJe CTAOMIHO M YCTOHYMBO HA BUOpanuy.

CXEMA 3A YBEJJOMSIBAHE B CJIYUAIL HA KHBEPTOPMO3

CucreMeH aiMUHHUCTPATOP
(cyXuTen Ui BhHIIEH
CHEIHAJINCT)

Jupexrop

Yuuren, Bp30UTATEII,
PBKOBOAUTEN
Hanpasienue UKT,
JIUPEKTOP, MEAArOrHYECKU
CIICIIUATUCT

-

Otnen KubepnpecTbnHoct®
www.cybercrime.bg 4

TJIBOIT

Ten. Ha LlenTsp 3a
0e301aceH HHTEPHET

www.safenet.bg

124 123

HauumoHnanHa Te. TuHUS 3a

K nena 116 111 /

Ponuren,
HACTOMHUK,
MOIEYUTEIT, IPYT
roJaraii rpuxu

3a JIETETO

A\ 4

Jupexuns
,,COIIMAITHO
noamnomMarane’
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KPATBK PEYHUK U JOII'BJIHUTEJIHU CBbBETH:

KAYBAHE U CIHHOAEJAHE HA CHUMKMU — CHUMKH WM BUICO HA JETE, YUCHHUK,
POIUTEN, YUYUTEIN, NUPEKTOP, MCUXOJOT, PECYPCEH YUYUTEN, ONU3KH, MPUATEIH, MO3HATH WIIH
HETIO3HATH JIMIIA ca MyOJUYHO JOCTHITHA U300PKEHHs B UHTEPHET, KOUTO MOTaT J1a ca KAYeHH OT
POAUTENIUTE UM JIPYTH WICHOBE HA CEMEHCTBOTO, MMPUATENHU, ChbyUeHUIIU U J1p. Te3u, KouTto ca ru
CIIOJICTTNJIN/KAunJId B UHTEPHET, MOXKE J1a UMAaT U3ISJI0 100pu HaMepeHust KbM Hero/Hesi. Korato
ce Kacae 3a CHUMKH, Ha KOUTO HE CT€ aBTOp, CHIIUTE HE MoraT Ja ObJaT TMOJI3BaHH M
MONYJIAPU3UPAHK 0€3 ChIVIACHETO Ha TeXHHS aBTOp. Ho TakoBa chabpkaHUE MOKE J1a HAKbPHSBA
JUYHOCTTA U JIOCTOMHCTBOTO Ha JUIETO. [IpenopbunuTenHo € o HUKaKbB MOBO/JI J1a HE C€ KauBaT
CHUMKH Ha JIETE, 32 KOUTO MMa U Hali-MaJIKOTO ChMHEHHUE, Y€ MOTAaT Jja My HaBpEeAsAT U 0€3 HEroBO
cbriacue. CroAeNsHeTO Ha CHUMKU € YeCTO CPEIIaHO SIBJICHUE B COLIMAIIHUTE MPEXH, 3aTOBA
OCHOBHA IpENopbKa € MoJ0OHU CHUMKH Jla C€ CIOJIEIAT caMo C XopaTa OT CIIUCHKA C MPUITEIN
Ha YOBEKa, KOWTO MCKa J1a Kauu CHUMKaTa, M OIIe MO-I00pe — caMo C rpyrara Ha Hai-Onu3Ku
MPUSATEIN OT PEaIHHsl KUBOT. BakHO €, Korato ce CHHUMa ChC CMapTQoOH, J1a CE YBEpUTE, Ye
CHUMKHUTE HE CE KayBaT aBTOMATUYHO B MpoQuiia Ha POTUTENIS WU JCTETO B CAHTOBE KaTo
HHucrarpam Hanpumep. B npodrinre cu B conpaaTHuTe MpEXH TpsiOBa J1a CT€ CUTYpPHH, Y€ CTE
HaCTPOWJIU JOCTHIIA 10 CHUMKHUTE CH Taka, 4Ye Jia ce BIKIAT camo oT nmpustenutre Bu. Coioro ce
OTHACS U 32 HACTPOMKHUTE HAa 00JAYHU YCIYyTH, B KOUTO C€ ChbPKAT CHUMKH U WH(OpMALIUSL.

DAJIIIIMBU HOBUHMU - Cp3naTenute Ha (haammmBU HOBUHU U3TIOJI3BAT TPATUITMOHHI
MEIMITHU NTOXBATH 3a MPUBJIMYAHE BHUMAHHUETO HA YUTATEIISA, HAIIPUMED MPOBOKUPAIIM 3arjiaBHs,
HO YCIISIBAT Aa ro 3a0iyasaT W Ja ro HakapaT Ja IMOBspBa, ye WH(pOpMaIusara, KoATO 4YeTe, ©
MCTHUHCKA.

Kak na pasno3naem ¢ajmmBuTe HOBMHM:

e [IpaBere paznuka MEX]y XyMOPUCTUYHHU U CEPUO3HU HOBUHAPCKU CalTOBE. 3aluTalTe ce
— MO3HaBaTe JU MeausTa U uMmare au u nosepue? [IpoBepere manu 3ariaBUETO, KOETO YECTO €
IPBMKO ¥ IIOMIIO3HO OTTOBaps Ha ChIbP’KaHUETO HA HOBUHATA;

e [IpoBepere ganu KypHalIUCTBT € IMOCOYMJI KOHKPETHO M3TOUYHMKA Ha MHpOpMAIUs WU
unHpopmanuara ce Oazupa Ha japyra crarus. IIpoBepere naiyM OCHOBHUSAT HM3TOYHUK Ha
uHpopMalus € JAOCTOBepeH. BuHarm mornexjaiite HayanoTo WM Kpass Ha CTaTUsATa, KbJETO
OOMKHOBEHO € MOCOYEH M3TOYHMKBT Ha HH(popmanusg. AKo ce Kacae 3a MHQOpMaIus, KOSTO
MIPOM3JIM3a OT IbpKaBHA UHCTUTYLIUS, TpOBepeTe opHUIMaIHaTa i CTpaHULA Al GUTypupa Ta3u
HOBUHA WJIM MOTHPCETE EKCIEepT MO TeMaTa OT JajJeHaTa MHCTUTYLHUS. AKO HE € IOCOYEH
U3TOYHHUK, € PEIHO Jla CE ChbMHABATE B JIOCTOBEPHOCTTAa HAa HOBHHATa. B moBeueTo nO0CTOBEpHU
MaTepHalii ce IMocoYBa HauMHAa Ha ChOMpaHe Ha MH(OpMalusATa W aBTOpa Ha MyOJIMKaLusTa.
[IpenopbrunTenHo € 1a ce cpaBHU HHPOPMAIIHUATA, AKO € MyOJIMKYyBaHa B Pa3TUYHU U3TOUHHIIH;

e AKO momajHeTe Ha cTarus, MyOJMKyBaHa B HEMO3HAT 3a Bac OJor, a nH(popmanusaTa He €
THpakupaHa HUKbJIE Ipyrajie, TOBa € 3HaK, 4Ye HOBHUHATa Moke Ou e ganmuBa. Bunaru tepcere u
JpYTH pe3yTaTH Mo TeMaTa, a ako T€ ca MAJIKO WM HUKaKBH, IO-700pe HE pa3NpoCTpaHsBaiTe
HOBUHATA,

e [IpoBepere narara Ha myOnMKanusATa, Thb KAaTO YECTO CTAPU U HEAKTYaIHH HOBHHHM C€
ITyCKaT KaTO HOBH.

OHJIAMTH (KMBEP)TOPMO3bT npe/icTaBisBa H3MOI3BAHETO HA MHTEPHET 3a
HaHAaCSHE Ha €MOIMOHATHA Bpea BbPXY JAPYTH Xopa. TOpMO3bT B MHTEPHET MOXKE Jla UMa
paznuunu ¢opmu. Tolt Moxke na MHHAaBa Mpe3 pa3MpOCTpaHsSBaHE HA IMOJAUTPABATETHU H
0oOMJTHA CHUMKH Y BHJICOKJIUIIOBE B CAWTOBE 3a CIIOJCIISTHE HA BUICOCHIbP)KaHNE KaTo Vbox7
1 YouTube, cp3naBane Ha danmuBu mpouim ¢ 00UTHO ChIBPKAHUE B COLMATHA MPEKHU KaTo
Ask.fm, ®elicOyk u MHcrarpam, KakTo U B CHOOIIEHHUS] U M300paKEHUS B MPHIIOKEHUS 32



KoMmyHuKarusi karo Ckainm u BaitObp, wim B M3MpaliaHeTo Ha OOWIHHU CHOOIICHHS H
KOMEHTapH, B ChIIUTE CAUTOBE U TIIATPOPMHU.

KPA’XKBATA HA INPO®UJI (xakHaT nmpo¢uiI) IpeacTaBisiBa IPUCBOSIBAHETO Ha
qy>KJ TOTpeOuTEeNCKH Tpoduil B coluagHa Mpeka, Iuiargopma 3a oOmryBaHe (Harmpumep
@elicOyK), eIeKTpOHHA MoIna Wik apyr caiT. KpaxOaTta ctaBa Bb3MOXKHA upe3 BIHM3aHE C
MpaBUJIHATA IMapoja M HEHHaTa IMOJMsSHA C HOBA M HEHM3BECTHA 3a YOBEKa, HA KOTOTO
npuHAAIEKH TpopubT. Be3MOXKHO € cien kpaxkOaTa npoHIIbT Aa ce U3M0a3Ba 0€3 3HAHUETO
Y CBIJIACHETO Ha IIbPBOHAYAITHHS COOCTBEHHUK. AKO Ha JIeTe MO/ 33 JbJDKATEITHATA 32 TIOBEYETO
COILIMAJIHM MPEXH Bb3pacT OT 13 roanHu (Ta3u Bb3pacT € TakaBa, 3all0TO MMO-ToJisIMaTa 4acT OT
MIOITYJIIPHHA COIMATHM MPEXH ca aMEPHKAHCKH M TpaBWiIaTa 3a IOJI3BaHE ca ChOOpa3eHU ¢
aMEpPUKAHCKOTO 3aKOHOJATENICTBO) Ce€ Ch3aaBa coOcTBeH mpodun BbB DeiicOyk, MHOTO €
Ba)XHO TPU M300pa Ha BB3pacCT Ja ce uzbepe moja 18 roauHu, Thil KaTo 32 HENM'BITHOJICTHUTE
NoTpeOUTENN UMa BaKHU TOBIHUTEIIHU 3AIIUTH.

KPA’XKBATA HA JIMYHU JAHHMU e BuJ1 KOMIIOTHPHO MIPECTHIUIEHUE, ITPU KOETO
ce IpuA0OMBAaT Yy KM JIMYHU TAaHHH C 11e]1 PrHAHCOBA M3MaMa WM 3710y1oTpeda KaTo TerjieHe
or OaHKOBa CMETKa, WJIM KAaHJUIATCTBAHE 3a KPEIUT OT UyXI0 MMe. Ta3W OmacHOCT 1O
INPUHIUI HE 3acsira Mo-MajKHUTe Jela, KOUTO HE MPUTEKaBaT JUYHU JOKYMEHTH, OAaHKOBH
cMeTKu uinu Kaptu. Ho mpu TuitHeixbpute Haj 14-roguiiHa Bb3pacT TO3M PUCK CTaBa
aKTyaJleH.

OUIIHUHI' ATAKUTE ca naii-pa3npoctpanenara ¢opma Ha MHTepHET M3Mama u
IIMPOKO H3MOJI3BAaH TIOXBAT OT KOMOIOTHPHM NPECTHIHUIM 3a IOJydaBaHE Ha BakKHA
unpopmanua. ToBa mnpecTbiuieHHe ce Hapuya ,,¢umuHr’ (,phishing” — ,3apubsasane”,
npousnmsa ot fishing — pu6os0B), 3a1I0TO ENEKTPOHHHUTE CHOOIEHHS, KOUTO CE pasIpariar, ca
KaTro ,,BbIUIM’ C OCHOBHA LI€N MOJy4aTeIuTe Ja ce ,XBaHaT Ha TAX MOpagd CBOSATA
HEOITUTHOCT U HEOCBEJJIOMEHOCT, KaTO UM OTroBOPAT. [Ipy ¢pummHra n3MaMHUALIUTE pasnpamaT
€JIEKTPOHHA T01I[a, KOSTO MPETeHINPa, Y€ UBa OT MOYTEHA KOMIAHUS U Ce ONMUTBA Ja yoeau
ToJTyyaressi 1a a/ie BayKHA JINYHA Wi puHaHCOBa MH(popMaIus. EJeKkTpoHHOTO choOIIeHHE
OOMKHOBEHO MOJIH Ja C€ U3IPATAT JIUYHU JaHHU U JaHHU 3a OaHKOBA CMETKa B OTTOBOP MJIU J1a
ce BbBeAAT Ha yeOcailT, KbM KOMTO MMa Bpb3Ka. Te3n JaHHU ca HampuMep NOTpPeOUTEICKU
MMEHa, TTapoJIM U HOMepa Ha KPEAUTHU KapTH.

KAK CE ITA3APYBA BE3OIIACHO B UHTEPHET? Ilpeau na nasapysare OT
€JICKTPOHEH Maras3uH, € MoJIE3HO J]a 00bpHEeTe BHUMAHNUE HAJIMYHA JIU € UH(POpMaIUs 32 UMETO,
aapeca u TenedoHa Ha Thproeeua. He mpomyckaiiTe 1a mpoBepuTe U Jald JTOCTaBUUKBT €
MTOCOYMJI U3PUYHO MPAaBOTO BU Mo 3aK0H J1a ce OTKa)keTe OT MophUYKaTa B paMKUTe Ha 14 1HU.
[Tone3no 6u 6mII0 1a MpoueTeTe BbB POPYMUTE OT3UBHU OT APYTH NOTPEOUTENH, KOUTO BEeUe ca
ra3apyBajii OT BBIIPOCHUS €JIEKTPOHEH Mara3uH, KbM KOWTO CT€ C€ HACOYMIHN. THProBeUbT €
JUThXeH J1a Bu nHpopMupa 3a OCHOBHUTE XapaKTEPUCTUKU Ha BCSIKA OT MPEIaraHUTe OT HETO
CTOKHU H yciyrd. Toil TpsiOBa J1a Moco4M TAXHATA [I€HA C BKIOYEHU BCUYKHU JAHBIM U TAKCH,
KakTO U CTOMHOCTTA Ha MOILIEHCKUTE WM TPAHCHOPTHUTE Pa3XOIH, aKO HE CE€ BKJIIOYEHU B
KpaiiHata mieHa. Ha caiita cinenmBa ma ObJe MOCOYEH HAYMHBT Ha IIAIaHE, JOCTAaBKa H
M3MBJIHEHHE Ha JOroBopa. Baie mpaBo € na BbpHETE, 3aKyleHaTa OT €JIEKTPOHEH Mara3uH
CTOKa, aKo ce okaxe nedekxTHa. Pexmamanusara cu 3a nqed)ekTHa CTOKA CeaBa Ja MPEIsIBUTE B
HSKOU OT OOEKTHUTE Ha THProBelld, OT KOWTO CT€ s 3aKyNMWIH. AKO TBPrOBEIBT YBaXH
peknamanusTa Bu, B pamkuTe Ha Mecer] TpsiOBa WK Jja peMOHTHpa Oe3raTHo 3a Bac crokara
WJIU J1a sl 3aMEHU ¢ HOBa. B ciryuail ue He ycnee Jja CTOpHM €JHO OT JBETE, ClIe/[Ba WIIM 1a HaMallu
1IeHAaTa, WM J1a BBpHETE CTOKATa, a TOM Ja By Bb3CTaHOBM 3arjiaTeHaTa 3a Hes CyMa.



SAIUTA HA KOMITIOTBPHUTE MPEKH OT OITACHA EJIEKTPOHHA IIOIITA

1. He Tps6Ba na ce nmposiBsBa MHULIMATUBA 3a MOJy4YaBaHe Ha UMEIT MHCMa, UHTEPHET
CTpaHULY, KOUTO Npeasarat 0e3IIaTHU WIK IJIaTEHU YCIYT'M UM CTOKH, YECTO MpeaJiaramy 1a
BU U3NPATAT MpoMoluu 1o e-mail. OTkaxeTe TakaBa yciyra.

2. Nmeiin agpecsT ce criozens camo npu Hyxaa. Korato ce npeaasa 1o eiuH win Apyr
MIOBOJI, C€ BHUMABA 3a CJIEJHUTE JBE HEIIA: IbPBO JAJIM OpraHru3alusaTa Wik YOBEKbT, KOUTO
ro II0JIy4aBart, I1€ BU M3IPATU HEXKEJAH HUMEII; BTOPO, MOXKE JIM J1a CE pa3uuTa, 4e UME
aZipechT HAMA Ja ObJe JaJIeH Ha TPETO JIUIIE.

3. He ce oTBapsaT umeinnre B HexxenaHa noma. Hukora He ce oTBapsiiite pUKayeHU
(haiisioBe B ChOOIICHHS OT HEMO3HAT M3Mpaiiad. AKO He ce Mo3HaBa UMETO B mojieto ,,0T”, He
OTBapsIiiTe MpUKAYCHUs (aii.

4. Axo ce Mmoiy4s HEOYaKBaHO CHOOIIECHHE ChC CTPAHEH MpuKayeH (ailia oT Mmo3HaT
u3Ipamnay, To 61 MOTJIO 1a ChAbPKa BUPYC. MHOTO 370BPEIHU IPOTPaMHU CE Pa3NpOCTPaHIBAT
710 BCUYKU KOHTaKTH, KOUTO HAMEPSAT B MOIIAaTa Ha 3apa3eHusl KOMIIOTHP. TakuBa choO1eHUS
YeCTO MMAaT CTpaHHA TeMa WM UMe Ha mpuKadeHus (aiiin. Yecto TOBa € MIEroBUTO ChOOIICHUE,
HAChpYaBalllo MOJydaTeNsl a BUIM KapTHHKA WIM J1a MpOoYeTe MPUKAYeH TEKCTOBU (hail.
Bunaru usuckBaiiTe MOTBBPXKIACHHE OT M3Ipallada, Ipead Ja OTBOPUTE CHOOILIEHUE WU
MpUKavyeH (aii OT TaKbB BUIL.

5. IIpoBepsiBa ce MBIHOTO MME Ha pUKadeHus ¢aits. CKpUTUTE PA3IIUPEHHUS OT UMETO
Ha (baiinma moraT aa 3abmynaT Ja OTBOPHUTE 3apa3eH mpukaudeH ¢ain or umeina. Bunaru ce
IIpOBEpsiBa JlalM HUMEII NPUIIOKEHUETO I0Ka3Ba I'BJIHOTO MME Ha HIpHUKadyeHus ¢ail,
BKJIFOUMTEHO pa3lrpeHueTo. Bupycu u dyepBen Morar zia ce chIbpkKar BbB (paiiioBe, KOUTO
M3IIIeKIAT KaTo KapTUHKH, HAIpUMep C pasmupenue .jpg. Ho € Bb3MOXKHO J1a IMaT CKPUTO
pasuImpeHue, KaTo .exe uin .vbs KbM UMETO Ha (ailyia, KOeTo 03Ha4yaBa, 4e MPUKAYCHUAT (haiii
HE € KapTHHKA, a Iporpama, KOsTo IIe Ce CTapTHPa, IIOM Ce OTBOPH MPUKAYCHHS (Haiil.

6. BuumaBa ce c¢ QammmuBuTe npenynpexacHus 3a Bupycu. DanmumBute
MpeyNpexaCHUS 3a BUPYCH ca U3BECTHU KaTo ,.hoaxes*. Toa e gaimmBo cro0LIEHHE, KOETO
MOJIBeXKIa MOTPEOUTENNTE 1a BAPBAT, Y€ ca MOJYYHIIM BUPYC M TM HachbpuaBa Ja MpernpaTsiT
MpeynpexACHUETO Ha BCEKH, KOTOTO ITO3HABAT.

7. He oTBapsiiTe UMeil, ChabpKalll HexxenaHa pekiama. Tol Moxke a Obe U3noia3BaH
3a MpeHacsHe Ha BUPYCH U YepBer. OT ch00paKeHUs 3a CUTYPHOCT OU TpSOBaIO Ja U3TPUBATE
BCUYKHU PEKJIIAMHHU CHOOIICHUS OT HETIO3HAT M3Mpalay BeHara, 0e3 1a I OTBapsTe.

8. He ce u3moi3Ba camo eaHa TOIMIEHCKAa KyTHs 3a Bcuuko. CHenuanucTuTe IO
KHOEpPCUTYpHOCT MPENOPHUBAT Ja C€ OTKPUBAT HAKOJIKO Pa3IMYHU MOIIU U Ja ce Pa3AelsiT Mo
IpeHa3HaYeHHeE.

9. N30sreaiiTe chIO Taka Ja Mpenpaiiare nucMa MeXIy HSKOIKO Balld MOIIEHCKU
KYTHH.

10. He e npenoppumTEIHO 1a cE IMpenpaaT NUCcMa 10 HAKOJIKO YOBEKa EJHOBPEMEHHO.
OcobeHo TakuBa, OT THUIIA — ,,IPETIPATETE I'0 10 7 YOBEKA U 1€ BU CE CIy4H Henlo Xy0aBo  niu
,,JIOMOTHeTe Ha OOJTHOTO MM JIeTe, KaTo MpenpaTUTe ToOBa MUCMO HA MHOTO XOpa, €11 KOU cH
1€ MU J1aJIe 3a BCEKH 3 UMeisia 5 nenta‘, Hanpumep. Te3u nucma ce pas3npocTpaHsBaT ¢ el
chOupaHe Ha JEHCTBUTENHU UMEIN ajpecd, Thil KaTo MpH MpempaiiaHe, KbM MHCMOTO CE
n00aBAT aBTOMaTUYHO U aJpecuTe Ha IpeaHuTe noxydarenu. Ciaen HAKOJIKO MpenpaaHus, B
€/IHO TaKOBa MHCMO C€ ChOMpPAT HAKOJIKO CTOTHIIM PEATHU UMEIIT afpeca, KOUTO ClIe]] TOBa ce
npojaBaT Ha pupMu 3a cram.

11. Ako Bce mak MCKaTe Jia IperpaTuTe HAKAKBB TEKCT WM MH(OpMAIHs, KOSTO CTe
MOJTy4MJIH, KOTHpaiiTe TEeKCTa U ro U3Iparere Karo HOBO nucMmo. He mpenpainaiite npenHoTo,
BBIPEKU Y€ € MPUMaMIIMBO MO-JIecHO. Taka 1e npemnasure npusTeuTe CH OT OB CIlaMm.

12. Axo nopaau HsKakBa IPUYMHA JIBPKUTE Ja MPENPATUTE OPUTHHATHOTO MHCMO,
cinoxete anpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOH OT MoJjrydaTeaTuTe HsMa
Ja BUAM aJlpecuTe Ha JIpyrure noiydarenu. [IpudynHara na ro mu3mnois3BaTe HE € J1a CKpuere
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MoJIydyaTeIuTe €IuH OT JpYyr, a Ja T'W Mpeanasure, B Clay4ail ue aJpecHaTa KHUTA WU
€JIIEKTPOHHATA TION[A HAa HAKOH OT TAX CTaHE JOCTHhIIHA HA CHaM-00T (HampuMmep Mmopaau
BUpYCHA MH(DEKIHS Ha KOMIIOTHPA MY ).

13. Ilevanba ot joTtapusi: He cTe cnedenwid. CnaMbpuTe M3MON3BAT Hal-pa3IndHU
NMpUMaMJIMBU 3arjlaBus Ha THCMara, 3a Ja HakapaT IojydaTels Ja T'd OTBOpU. MHOro
noTpeOUTeNM HAMCTUHA OTBApsAT MOAOOHM mucMma. Jlopu cien OoTBapsiHETO BeAHAra Ja ro
U3TPHUETE, CAMOTO OTBApSHE HA MUCMOTO OU MOTJIO J]a MOTBBP/IH, Y€ aIpeChT € peajieH U BUE
CT€ TO MOJIYYHIH.

14. OTnucBane oT OrOJIETHH, 32 KOMTO HE IIOMHHUTE J1a CTE CE 3amucBain. YecTo cpemian
METO/, U3IIOJI3BaH OT CIaMbpPHUTE 32 HAMUpPAHE Ha aKTUBHUTE TOIICHCKHU ajpecu. M3mpaia ce
OIOJIETUH C JIMHK 3a OTHHCBaHe (yX) OT moiyyaBaHeTo My. OTHHCBailku ce, BCBIIHOCT
NOTPEOUTENAT MOTBBPKIABA, Y€ M3I0I3Ba MOLICHCKATa KyTHs, C KOETO BEJHAra BJIM3a B CIIaM
nmuctute. Bmecto na ce otnucBate, GI0KHpaiiTe MoJly4aBaHeTO Ha MKMCMa OT TO3H aJipec.

15. He otBapsiite mucma, xouto ca (umuHr araku. Haii-moOpusr HauumH Ja ce
3alUTUTE OT (PUIIMHT aTaKu € KaTO HUKOra He OTBapsATe (PUILMHT MUCMa, HO YECTO € TPYAHO
7la ce pa3no3Hae Koe MUcMo € (pUIMHT ataka. Mo)keTe J1a Ti pa3no3Haere 1o:

e OOpsmmenuero e "Dear Customer" wiu "Dear User", a e Bamero ume.

e B nucmoro mnuiie, ye akayHThT Bu 11e Ob/e npekpareH B ciyuyai, ye He MOTBbPANUTE
JTaHHWUTE CH He3abaBHO. /Hackopo cmamMbpuTe M3Moi3Baxa noaodeH moxsar koraro CKauIr ce
cpuHa 3a 1 gen. Pasnpoctpanuxa cboOIIEeHHUs, Y€ CKAlN 1€ YACTH HEAaKTHUBHHU aKayHTH U CE
MCKaIIIe J1a Ce pasnpaTH choOIIeHUE Ha TTOHE 15 moTpeduTens, 3a 1a ce IOKaxe aKTHBHOCT./

e lIMeWrpT HiBa OT aKayHT, IPUJINYAILL, HO HE €IHAKBB C TO3U, KOMTO U3I10JI3Ba U3BECTHA
¢dbupma, opranuzanus u Ap. AKO HE CT€ CUTYPHH K MUCMOTO € (GUIIMHT WIH He, Hail-1o0pe
€ J1a He OTBapsTe JIMHKOBE, KOUTO ca IyOJMKYBaHU B HETO, a J]a HAalMIIeTe Ha PbKa ajpeca Ha
caiita, KOUTO BU € HEOOXOAHM.

e AKO CTe MOJIy4YHJIM TaKOBa MUCMO, 32 IPEAIIOYUTaHE € Ja OJoKupaTe aapeca, OT KOUTO
e m3nparteno. Koraro ro 6mokupare, Bue naBare yka3zaHusi Ha MOIIECHCKHST KJIUEHT, Y€ TOBA €
cram U He Tps6Ba 1a ce nmpuema. [loBeueTo nmorpedburenu o6aye npocTo U3TPUBAT CIamMa U TON
MPOABIDKABA J1a HIBA B KYTHSATA.

Hacrosimure mpaBuia ca paspa0doreHu ¢ orjex (opMHpaHe HAa INMOJHTHKH B
YYHJIHINATA, KOMTO [Ja OPraHU3MPAT H3MO0JI3BAaHETO Ha 00pa3oBaTeJHHs IOTEHLHAJ
KAKTO Ha KOMIIOTBPHATA Mpeka Ha o0pa3oBaTe/lJHaTa MHCTHTYLHMs, TaKa M Ha
r100ajJlHaTa MpeXka, B Cb4eTaHHe CbC CHCTeMa 0T MEPKH 32 CHIYPHOCT U 0€e30IacHOCT Ha
yuennnute. Ilpniaranero vM Ha NPaKTHKA e MOBUIIABAHETO HA HH(POPMHPAHOCTTA
U IUTHTAJIHATA TPAMOTHOCT HA OOIIHOCTTA OT Jena, POAUTEIH, YYUTeH, JMPEKTOPH 1
cayxurenn.’

3 TIpaBunata ca ChIVIaCyBaHH U Pa3paboTEHH U C yYaCTHETO Ha EKCTIEPTH OT OTAEN ,,KuOepnpecThbIHOCT KbM
I'maBHa mupexnus ,,bop6a c opranusupanara npectbiHOCT” ¥ ¢ LleHThpa 3a Oe30maceH HHTEPHET.
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